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Assessment�of�risks�due�to�cyberattacks�on�information�and�
communication�infrastructure�of�cyberphysical�system�in�the�
electric�power�system�control1�

Abstract.

1�Introduction��
The digital transformation of the energy industry is 
aimed at creating an intelligent energy system (IES) with 
cyber-physical infrastructure based on digital 
(information) models [1]. The wide-scale use of 
information and communication technologies and  the 
adoption of synchronized vector measurement 
technologies increase the controllability and 
observability of electric power systems (EPSs), thus 
providing their reliable and efficient operation [2,3]. 
Apart from  the undoubted advantages of these changes, 
the number of cybersecurity vulnerabilities is increasing 
due to the growing scale and complexity of EPSs, the 
information interaction between the EPS information-
communication and physical subsystems, the possibility 
of hidden threat occurrence when using hardware and 
software, and a great number of tools and devices for 
measuring, transmitting and processing information at all 
levels of hierarchy of the automated dispatching control 
systems of EPS. The integration of new information-
communication technologies with the existing ones 
creates new cyber threats to the EPS control. 
Cyberattacks at the information and communication 
level can lead to control errors, power supply 
interruptions, delayed system restoration, and other 
adverse consequences. The need to provide and maintain 
reliable operation of the EPS requires an analysis and 
assessment of risks in the EPS control, which are created 
by possible cyberattacks on the measuring, information 
transmitting and processing devices, which constitute the 
SCADA systems and WAMS. Such cyberattacks can 

lead to generation of incorrect control actions and cause 
EPS malfunction. 

In this regard, the paper proposes an algorithm for 
assessing risks in the EPS control due to cyberattacks on 
SCADA systems and WAMS, given the preservation of 
their cybersecurity properties. The development of the 
algorithm rested on the theory of fuzzy sets and 
probability theory. 

The effectiveness of the approach developed for risk 
assessment is confirmed by its verification under the 
conditions of uncertainty caused by the lack of statistics 
on cyberattacks on SCADA systems and WAMS. 

2�Cyberphysical�electric�power�system�
and�its�cybervulnerability��
The electric power system development based on the 
adoption of new information and communication 
technologies and digitalization of the electric power 
industry has led to the creation of a cyber-physical 
system that consists of information - communication and 
physical subsystems.  

The efficiency of dispatching control of complex 
EPSs is provided by multiple-stream constantly updated 
and reliable data. The specific parameters and state 
variables of EPS are measured, processed, transmitted, 
analyzed and visualized by SCADA systems and 
WAMS, which are part of the information-
communication system using modern technical means, 
which also produces, transmits and implements the 
necessary control actions. 
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Even in the present-day power systems, the physical 
and information-communication subsystems become 
comparable in complexity and responsibility in terms of 
normal functioning of electric power systems and 
increasing requirements of consumers for the power 
supply reliability and the quality of electricity supplied 
to them (in the future power systems this trend will 
persist to an even greater extent). In the context of EPS 
digitalization, it is increasingly necessary to consider 
complex integrated cyber-physical electric power 
systems that are characterized by new properties and 
face exacerbating reliability problems [4]. 

The SCADA and WAMS data are used to perform 
the control and monitoring functions with the aid of 
hardware and software of their components [5]. 

The data acquisition system transfers the RTU and 
PMU measurements and the information about the 
positions of switching devices (switches, disconnectors) 
to the real-time data processing system. The transmission 
system provides data transfer to control centers, 
interaction, and coordination of actions between 
operators in various control centers. The information 
processing system, in addition to data processing, also 
performs the EPS state estimation, which should provide 
a reliable picture of the system state based on 
measurements, pseudo-measurements, and information 
on the network topology. The graphical interface 
displays the results of state estimation and analysis of 
unforeseen situations. It also shows alert messages and 
provides access to other information about the system in 
real time. 

Cyber incidents can occur in any of the described 
components of the information-communication 
infrastructure and cause a failure of control functions. In 
[6], the authors analyze and describe possible IES 
vulnerabilities. 

The SCADA systems and WAMS are the most 
vulnerable to cyberattacks in the information- 
communication infrastructure. Since the control system 
affects the EPS through control actions or its output data, 
the consequences caused by cyber threat events in these 
systems pose the greatest danger to the EPS operation. 
This is because the control of EPS is based on the 
information from the SCADA systems and WAMS. 

To reduce the dangerous consequences of 
cyberattacks for EPS, it is important to maintain the 
following cybersecurity properties of SCADA systems 
and WAMS [7]: 
1. Timeliness of information. The SCADA systems and 
WAMS are rigid real-time systems [8, 9]. Transfer, 
receiving, and processing of data, as well as generation 
of control actions, are time-critical and must be done on 
time. This property means that any information should 
correspond to the current state of EPS. 
2. Availability means that any component of the SCADA 
system and WAMS should be ready for use when 
needed. 
3. Integrity requires that the data to be collected, 
transmitted, displayed, and stored in SCADA systems 
and WAMS be authentic and intact disregarding the 
unauthorized interference. 

4. Cybersecurity is the ability of a system to constrain 
the local impact of cyberattacks, identify and delay the 
stream of corrupted data within the area vulnerable to 
cyberattack, without further transfer and use of these 
data in the control of a physical subsystem, in order not 
to cause emergencies leading to the development of 
system blackouts. 
5. Confidentiality means that an unauthorized person 
should not have any access to the information related to 
a specific SCADA system and WAMS.  

3� The� effect� of� the� information�
communication� infrastructure� failures�
on�the�EPS�operation�
The reliable operation of EPS depends on the applied 
information and communication technologies in the 
automated control system. The power system itself 
becomes more vulnerable to information failures and 
cyber incidents in the information-communication 
infrastructure. Since the physical and information-
communication systems are closely interconnected, the 
incompleteness and inaccuracy of information due to 
cyberattacks on SCADA systems and WAMS can lead to 
the generation and implementation of incorrect control 
actions and the development of emergencies in EPS. For 
example, false data injection attacks can lead to an 
incorrect EPS state estimation, which will negatively 
affect the correctness of control actions. Moreover, 
attackers, if not detected, can change the network 
topology and system state estimation. Table 1 shows the 
examples of possible malfunctions of the physical 
subsystem because of cyberattacks on the information-
communication system, and their impact on the EPS 
control functions.  

In order to prevent an EPS control failure, it is 
required to develop measures (techniques, tools, 
methods) to preserve the cyber-resilience properties of 
the system during cyberattacks. Solving this problem 
calls for an analysis and assessment of the factors 
influencing the control system, where the methods of 
risk theory are an important tool. 

The assessment of risks during EPS control focuses 
on the information provided by SCADA systems and 
WAMS, given their cybersecurity properties. 

4� An� algorithm� of� risk� assessment�
during� EPS� control� based� on� the�
information�factors�
Threat and risk are the determining factors for 
cybersecurity. Threat is a potential cause  that can lead to 
negative consequences for and damage to the system. 
Risk is the possibility of an undesirable outcome as a 
result of an incident, event or disturbance, as determined 
by its probability and the associated consequences. In 
fact, risk is a combination of the probability of threat 
event occurrence and its consequences (damage) with 
respect to a protected asset (resource). The consequences 
are determined by the level of effect [10, 11].  
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Table 1. Effects of cyberattacks on control functions and related consequences for EPS.

Threats� Information
communication�system�� Automated�dispatching�control�system�� Physical�system��

Information, software, and hardware, etc. can be 
considered as an asset. SCADA systems and WAMS are 
complex assets that include the above components. The 
possibility of vulnerability occurrence in the system 
assets is the main threat to cybersecurity.  

The authors of [7] developed an algorithm for 
assessing the cybersecurity risks of information-
communication infrastructure in the case of cyberattacks 
based on the theory of fuzzy sets. In this paper, the 
algorithm has been further developed and has undergone 
some changes in the semantic description of risk factors 
associated with the specific features of EPS control. 

The risk assessment during the EPS control considers 
SCADA systems and WAMS as an asset. Loss of control 
is the damage caused by the cyber threat, which entails 
adverse consequences for the EPS operation. 

The algorithm consists of two stages: 
1. Assessment of risk during control for each cyber 

threat event; 
2. Assessment of the resulting risk. 

4.1� Risk� assessment� during� control� for� each�
cyber�threat�event�

The algorithm is based on the theory of fuzzy sets. To 
this end, input and output linguistic variables are 
defined. 

The input linguistic variables are the intentions, 
capabilities, and purposes of an attacker; the 

vulnerability of the information-communication 
infrastructure; and the consequences determined by the 
level of impact on the information-communication 
infrastructure. The output linguistic variables (the 
probability of the threat initiation, the probability of a 
threat event, the probability of the threat event 
occurrence) are determined by the developed rules of the 
Mamdani Fuzzy Inference System (FIS), taking into 
account the recommendations [12]. 

A term set is defined (Table 2) and 
its semantic description is given for each risk factor [7]. 
A range of changes in the membership function in the 
segment is specified. 

Table 2. A term set of risk factor. 

Notation� Value�

Range�of�
membership�

function�
change�
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Table 3 presents a semantic description of risk levels in 
EPS control. 

Table 3. Risk levels. 

Level� Description�

 
A hierarchical fuzzy system (Fig. 1) has been 

proposed for risk assessment during the EPS control, in 
which four systems of fuzzy logical inference ,

, , are embedded. The factors such as 
the capabilities, intentions, and purposes of the attacker 
are used to assess the probability of threat initiation. 
Combinations of factors, such as the attacker capabilities 
and the information and communication infrastructure 
vulnerabilities, were used to assess the probability of a 
threat event as a result of adverse effect. Combination of 
these probabilities was used to determine the total 
probability of the threat event occurrence. The 
combinations of the probability of threats and the levels 
of impact (consequences) on SCADA systems and 
WAMS determine the risk estimate during the EPS 
control (Fig. 2). 

 

 

Fig.�1.

 
A matrix has been obtained to assess risk during EPS 

control (Fig. 2).

 

Fig.�2.

4.2�Assessment�of�a�resulting�risk�

An error in the EPS control can be caused by several 
cyberattacks. Events of -х cyber-threats ( � ) are 
joint independent events (they may appear 
simultaneously and the probability of one threat event 
occurrence does not change depending on the other 
threat event occurrence [13]). In this case, the resulting 
risk estimate during control at  cyberattacks is 
calculated according to: 

�
���

���

�����
�������

  (1) 

where risk under the -th cyberattack is calculated 
according to the method presented in the previous 
section (Figs.1,2). 

The obtained cyberattack-related risk assessments 
can be useful in choosing the models and methods of 
processing SCADA and WAMS data streams in real 
time, which could provide the necessary completeness 
and reliability of the information [14, 15] used for EPS 
control. 

5�Case�study�
To assess the risk during EPS control, we considered a 
jamming attack (a type of DOS attack) and a spoofing 
attack (a type of time synchronization attack) [16] on 
WAMS.  

Table 4 shows the values of the input linguistic 
variables for each cyberattack. 
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Table 4. Input linguistic variables. 

Jammingattack� Spoofing
attack�

Capabilities�

Intentions�

Purposes�

Vulnerabilities�

Effects�

 
The values of the output linguistic variables are obtained 

according to the rules of fuzzy inference of systems ,
, ,  (Table 5). 

Table 5. Input linguistic variables. 

Jamming
attack� Spoofingattack�

Probability�of�
threat�initiation�

Probability�of�
threat�event�

Probability�of�
threat�event�
occurrence�

Risk�(see�Fig.�3)� – –

The resulting risk estimate � , obtained 
according to (1), indicates a high level of risk and allows 
us to draw the conclusions (which are confirmed by the 
calculations) that successful joint jamming and spoofing 
attacks can cause far greater damage to the power system 
and cause more serious consequences for its operation 
(Table 1) than each of the cyberattacks individually.  

Conclusion�
The proposed algorithm for risk assessment during  EPS 
control in  case of cyberattacks makes it possible to 
assess the consequences for the EPS functioning. It can 
also be useful to conduct further studies aimed at 
improving the quality of the information data streams 
required for monitoring and control, and to develop 
measures to enhance the cybersecurity of the entire EPS 
infrastructure. 
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