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Abstract: The paper presents the results of comparative studies of the 

transport management  application blockchain technology. The accuracy of 

the use  Quick Road System (QRS) in intelligent transport systems (ITS) 

may be the service of getting free passage is shown. This service is aimed 

at creation of decentralized network of road lane sharing in real time. 

Based on model studies it was found that, depending If a driver is in a 

hurry or wants to get priority in using the speed lane, then, having 

established a special status, he shares his place in the lane with other 

vehicles moving along the same route by exchanging incentives through 

the blockchain with other private car owners. The paper estimates the 

probability of with the development of Internet of Things (IoT) 

technology, the number of connected devices in ITS is growing extremely 

fast. Therefore, the optimal use of large arrays of collected data is the main 

focus of research and the Internet of Vehicles (IoV) is one of the most 

targeted branches of integration of the existing IoT technologies with the 

growing transport needs in order to solve the problem of intellectual traffic.  

1 Introduction 

Blockchain technology in planning and management of transport systems has great 

potential for use in the creation of self-sufficient and decentralized intelligent transport 

systems (ITS) [1]. Nevertheless, several key issues need to be addressed if the application 

of the cluster technology is to reach its full potential. The objective of the current study was 

to use block technology in the planning and management of transport systems in intelligent 

transport systems. With the development of Internet of Things (IoT) technology, the 

number of connected devices is growing extremely fast [2].  

Therefore, the optimal use of large arrays of collected data is the main focus of research 

in various fields. Huge efforts have been made not only from an academic but also from an 

industrial point of view; the Internet of Vehicles (IoV) is one of the most targeted branches 

of integration of the existing IoT technologies with the growing transport needs in order to 

solve the problem of intellectual traffic. Road accidents can be as diverse and complex as 

serious traffic accidents or large congestion. However, preventative actions in the form of 

strict rules are far more effective than rapid 'ex post' responses. Therefore, the practical use 

of an Intelligent Transport System (ITS), which can indirectly improve traffic safety and 
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reduce the number of accidents, is more than justified. A great deal of time and effort has 

been invested in empowering such ITS, which has brought countless benefits to society. At 

the same time, the benefits of such intelligent systems are always accompanied by 

potentially problematic security issues. This is where it makes sense to implement 

blockchain technology, i.e. the blockchain is expected to solve problems that may arise in a 

traditional centralized security system [3].  

There are typically two important aspects to data protection: trust and privacy. 

Decentralized characterization of a blockaded system allows for a concept that proves the 

level of security. In this case, it is more reliable to share personal data only with users, and 

more data will be collected, leading to an intelligent monitoring system. The trust and 

anonymity of blockbusters also contributes to the concept that a person's personal rating 

can be closely linked to his or her behavior on the road. Consequently, a safer driver always 

enjoys a reputation as a reliable driver. 

 

Fig. 1. Blockchain as a platform ITS 

In order to make real-time monitoring and control of traffic more effectively 

coordinated, it is possible to link the individual rating to the road behaviour so that each 

person can benefit from safe driving. None of the rules of road traffic crashes can strictly 

force the creation of a more favourable road environment, but efforts should certainly be 

made by the public and the social environment. Consequently, through such monitoring and 

management of intelligent road traffic, accurate measures could be taken against those who 

are used to dangerous driving. In this way, it could improve the traffic situation during rush 

hours [4] . 

In addition, a credit token, which is a blockbuster, could be used to record traffic 

violations by a specific driver. It is also possible to exchange "big data" between agencies, 

thus avoiding the isolation of ITS. It is possible to build a system that creates and integrates 

a credit token transaction based on blockades. Obviously, a credit token means a personal 

reputation, so in this case the credit scheme is valid only within a road platform.  In order to 
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help reduce accidents and create a more favourable transport environment, the token 

payment process is linked to both the correct lane change and the current choice of speed 

mode [5]. 

2 Parallel transport management  

Let us define the fundamental research questions as basic capabilities and potential ideas. 

1) Decentralized autonomous transport systems. 

Decentralised autonomous transport systems include the main components of the block. 

P2P networks, based on consensus distributed coordination and economic benefits, are a 

natural way to model a complex transport system. Each computing node (for example, IoT 

devices, vehicles or other objects with computing power) can be considered as an 

autonomous agent in this system [6]. 

A large number of such nodes can be connected to a common network and 

communicate with each other through various types of block-based decentralized 

applications (Dapps), resulting in a decentralized autonomous organization (DAOs), 

subordinate to specific requirements and tasks. Next, when forming the macro-level, we 

will come to the creation of a decentralized autonomous system and even a community of 

systems (DAS) [7]. 

In this direction it is necessary to deepen into microlevel of individual behavior and 

interaction between autonomous agents of the system, as well as system macrolevel of 

modeling, self-organization, self-development and self-adaptation of systems. 

2) Development of a mechanism to stimulate crowdsourcing. 

The competition of the distributed consensus in the systems based on the block-chain 

technology can already be considered as a crowdsourcing task for a large number of nodes, 

which contribute their computing power to check the block-chain data [8]. These nodes are 

single agents, so the incentives and mechanisms of crowdsourcing should serve to ensure 

that the individual behavior of the node in its effort to maximize its income is coordinated 

with the system-wide goal of providing guarantees of protection and reliability of the 

system. The block technology used can be used to aggregate all possible computing 

resources in ITS to solve previously unsolvable problems, such as more precise real-time 

transportation management and control. 

3) Software that determines the trust in its systems. 

Confidence based on a chain of blocks in a system plays an important role in the 

creation of decentralized ITS, which in turn will allow to apply this technology to many 

tasks such as P2P commerce, payment and communication [9]. This type of trust is 

guaranteed by the code and verification of the majority of process participants. The 

technology has the potential to significantly reduce structurally complex systems, which in 

turn will reduce social problems. This will allow currency and assets to move freely 

between legal entities and individuals. For example, on the basis of P2P trust, the cars used 

can be resold and registered directly through the application blockchain instead of 

centralized bodies or platforms. 

In this direction, issues that await further research are the fundamental rationale for 

building trust and trust management. 

4) Intellectual contracts based on intelligent transport. 

Smart contract serves as an "activator" of the blockchain, giving static data, using a 

variety of algorithms (for example, machine learning, analysis of large data, etc.) and high-

level programs of logic, to build the software ecosystem of ITS and improve the 

intelligence of its applications [10]. A self-executing intelligent contract significantly 

reduces social complexity by reducing the importance of the human factor, and can act as 

software agents on behalf of their creator or even themselves. Therefore, there is an urgent 
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need to study the development and implementation of specific smart contracts and to 

manage and control ITS based on them. 

5) Data security and privacy protection. 

Although blockchain has shown high reliability and security, the encryption structure 

must be further strengthened in ITS with a large number of devices to protect against 

attacks. 

A number of researchers [11] suggested the idea of PTMS (Parallel Transportation 

Management and Control System), which optimizes the real transport system by 

concurrently interacting with its respective artificial or virtual counterparts. Blockchain is 

one of the most secure and reliable architectures for PTMS, and thus, blockchain can be 

seen as an important step towards PTMS. One of the possible applications of blockchain 

technology in PTMS is shown in Figure 2 below. 

 

Fig. 2. Parallel transport management 

A Blockchain-based PTMS will include all objects in physical space, including IoT - 

devices, vehicles and assets, can be easily digitized through the "blockchain of things" and 

registered in the blockchain online. The transmission of large data in cyberspace can also be 

integrated into the blockchain. In addition, it is possible to create one or more artificial 

transport systems in the code space of smart contracts using the Ethereum platform, which 

offers programmable scripts to support complex modeling and computation [12].  

Based on these jointly developed real and artificial transport systems, we are able to 

design and conduct multi-directional computational experiments to evaluate and validate 

specific behavior, mechanisms and strategies in ITS (e.g., to evaluate traffic conditions). 

These experiments can be designed as "What If" type of scenario output and modeling, 

based on predefined "If Then" rules. The optimal solution will be developed in a large 

number of computational experiments and will return to real transport systems. This 

process is repeated endlessly leading the actual transport system to the final approach of its 

optimal artificial analogues [13]. 

3 Quick Road System 

One of the possible scenarios for the application of blockchecks in the ITS may be a service 

to obtain an unimpeded passage. Let us call it Quick Road System (QRS). This service is 

aimed at creating a decentralized network of road lane sharing in real time. If a driver is in a 

hurry or wants to get priority in using the speed lane, then, having established a special 
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status, he shares his place in the lane with other vehicles moving along the same route by 

exchanging incentives through the blockchain with other private car owners. 

A special application installed on the driver's smartphone or integrated into the vehicle 

software can be registered as one of the QRS computing nodes called "Road miners". Real-

time data is verified and stored on a community supported P2P network through which all 

lane and payment sharing behaviour is coordinated and performed. The road miners are 

connected to the P2P network without any central authority.  

As a consensus algorithm, an innovative consensus algorithm can be proposed, called 

"proof of traffic", which encourages road miners to drive with the QRS application running 

on their smartphones or onboard computers. In this way, road miners can contribute to the 

community by sharing their traffic data along the way and helping QRS to build a local 

network of lane social use. As an award, QRS automatically generates new tokens called 

"QRS" for road miners, and these tokens can be used to pay for travel and other transport 

services. The more they drive in slow lanes, the more QRS tokens they earn. Accordingly, 

those drivers who use fast lanes will have to pay for fast lane service from their own funds 

or from previously accumulated QRS tokens (Fig.3). 

 

Fig. 3. The service of getting a free passage 

While creating QRS, we will create various algorithms. These algorithms can be used to 

make specific decisions without human involvement, for example, to determine the 

possibility of using QRS in a particular geographic region or activate a service in a region 

where the number of active users exceeds the "critical mass", and so on. 

The QRS will represent a decentralized, self-managed system (DAO) and together with 

other services, with a similar business model, represent a future trend of social transport 

and will change the economy of sharing [14-17]. 

Another variant of blockage application can be presented as a distributed transport 

service. Within a distributed network, own crypto coins are circulating. The network will be 

built on top of the Bitcoin Blockchain, and coins will be minted through a new concept - 

proof of movement. 

Anyone can join the transport network. To become a miner, you just need to download 

the application and turn on the GPS on your phone: the mining will start automatically 

when you move at a speed of over 20 km/h. You can also buy coins by participating in the 

development of the program code or design of the application, or just by attracting friends. 

In this way, early supporters can lay the foundation for the future network until there are 

enough participants to run the entire system, where the drivers will be paid for with 
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cryptocoins issued through the coin mechanism, for example, through Mastercoin, 

Counterparty or similar protocols [18]. 

It is only a matter of time before these two breakthrough concepts - distributed 

transportation and cryptovoltaics - are combined. We use crypt-currency technologies to 

gain the critical mass of users needed for smooth operation of the distributed transport 

network, as well as to create a truly distributed transport solution [19, 20]. 

The funds collected from coin purchases will be used for further development and 

improvement of the system. Purchased coins can be used to purchase trips in the future, 

when the network starts its real operation. 

4 Blockchain-based ITS security 

Mankind has learned to fly to and from the Moon, but at the same time on Earth we 

continue to stand in traffic jams. People are beginning to become very aware of the need to 

solve the transportation problem. Distributed transport services are a step in the right 

direction. But still only truly distributed systems can be fully trusted, because Uber and 

others like it are actually based on the old business formula. In contrast, block-chain 

systems are fully open, decentralized, belonging to a society where, in fact, anyone can 

become part of it [21, 22]. 

Blockchain-based ITS security issues 

Infrastructure problems 

Destroying equipment. The road infrastructure and the IMS are placed on the road, 

which means there is a risk of their destruction or hacking. 

A network attack. There are two typical cases of network attacks: 

- An external network attack. Distributed DDoS attacks, which try to send unwanted 

requests from different endpoints to disrupt the normal operation of the service network, is 

one of the typical attacks that typically occurs in a traditional centralized system. 

- Internal data flow. With a large data stream it is likely that the system will experience 

pressure on transactions between hosts through the internal structure, which is seen as an 

internal overflow problem. 

Protecting sensitive data 

With an integrated blockage, three safety aspects are addressed: 

1. Confidentiality. The data to be transferred can only be read by certain users 

designated by a "smart contract". 

2. Honesty. Any data transaction will be recorded in a register, which receives and 

discloses the data recorded in it. 

Conclusions 

In the future, with the rapid development of artificial intelligence and 5G wireless 

connectivity, intelligent traffic will be formed into a comprehensive solution with a large 

number of IoT devices connecting and communicating with each other, so that traffic can 

be predicted and the optimal solution found in advance. In addition, a more intelligent 

system has been implemented, given the tremendous advances in intelligent software 

development. 

It is expected that ITS integrated into the blockchain can become more powerful and 

efficient. This would help to reduce the influence of human factors and external malicious 

attacks in general, which would allow vehicles to communicate and self-organize according 

to traffic conditions through an intelligent contract in a chain of blocks. 

In the future, it is expected that a machine learning algorithm will be developed to 
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determine traffic intensity and predict traffic conditions, as well as a consensus block 

algorithm to increase tolerance and transaction rates in the real-time system. 

The application of machine learning systems in the integrated process of data retrieval, 

loading and conversion is not only about the possibility of creating a more efficient system, 

but also about the possibility of creating a self-improving and self-managing service based 

on the ability of continuous learning. The analysed results of the collected sensory data and 

extensive data on the content of road modules will be processed and included in the 

knowledge base, so it is obvious that each subsequent quantitative analysis will be more 

accurate than the previous one. This indicates that road modules, which are mainly 

responsible for concentrating a large data stream, can adjust the data collection strategy to 

the results of the statistical analysis. 

Blockchain technology is gradually emerging from its first deployments in 

cryptovoltaics and is now likely to have a significant impact in almost all industries. This 

technology is beginning to expand in all directions, including the logistics industry, where 

the Blockchain promises to improve the efficiency of business processes and facilitate the 

introduction of innovative services and business models. 
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