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Abstract. Logistics is undergoing a digital transformation to manage
material and intangible flows using various digital communication channels.
In this regard, it is extremely urgent to develop a backbone and local IT
platforms that unite participants in the supply chain to collect and analyze
information for making optimal management decisions. The purpose of this
study is to substantiate the main methodological principles of the formation
of digital communications between participants in the supply chain to create
an inter-corporate information and communication system. In preparing the
material, such scientific methods as analysis and synthesis, process
modeling, process method, and system approach were used. A model for
organizing digital communication in the supply chain using the backbone
communication IT platform is proposed. The role of digital trust in the
organization of inter-corporate digital communication is shown, and the
entropy factor is also taken into account when assessing the throughput of
communication channels. The result of the study is the formulation and
justification of methodological principles for the introduction of multi-
channel digital communication, providing not only electronic data exchange
between logistics partners, but also reducing the logistic and transaction
costs of supply chain participants.

1 Introduction

The rapid development of information and communication technologies has led to the need
for digital transformation of the business processes of all participants in the supply chain. It
is not only about the introduction of “heavy” software for managing material flows flowing
through commodity distribution channels, but also about the “digitization” and integration of
communication channels that provide for the collection and exchange of financial, logistic

* Corresponding author: she@list.ru

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons
Attribution License 4.0 (http://creativecommons.org/licenses/by/4.0/).



E3S Web of Conferences 157, 05010 (2020) https://doi.org/10.1051/e3sconf/202015705010
KTTI-2019

and marketing information for management decisions by participants in the supply chain.
Various methodological aspects of the digital economy are considered from the perspective
of the theory of logistics, human resource management and sharing-economy [1-4].

Digital communications - a set of contacts that ensure the interaction of various actors in
the supply chain through digital channels, interested in the dissemination and receipt of rele-
vant information. At the same time, a prerequisite that plays a fundamental role is consistency
and integration between different channels. Note that in modern literature, instead of the con-
cept of "contacts" are also used: "contact points" or "points of contact" (touch points).

With the help of special applications, logistics companies striving to increase their market
stability can create a new and stronger customer base, increase customer satisfaction and
quality of service [5, 6]. In the context of the goal of the study, an IT platform can be used as
an application, providing seamless inter-corporate digital communications along the entire
supply chain.

As competition in commodity markets intensifies, the role of multichannel digital com-
munication in organizing the interactive interaction of companies will only increase. In this
regard, it is no coincidence that various aspects of the organization and management of com-
munications between market entities attract the attention of many scientists and specialists in
logistics and information technology [7-13], including a noticeable trend is the formation of
multi-channel communication using various digital technologies and devices. According to
Cook G., the consumer perceives these devices as a whole, which allows uninterrupted inter-
action with the seller and, thereby, facilitate the shopping process [14]. A particularly multi-
channel approach has become widespread in the retail sector, which is the final link in the
supply chain in the B2C market. So, Verhoef P., Kannan P., Inman J. note that the advent of
the online channel and new additional digital channels, such as mobile channels and social
networks, have changed the retail business models, retail structure and customer behavior
[15], and Zhag J., Farris P., Irvin J., Kushwaha T., Steenburgh T., Weitz B. believe that mul-
tichannelity can give a synergistic effect by optimizing points of contact with consumers [16].
Modern retailers offer customers channels that are currently widespread, including: a physi-
cal store, a catalog, a phone, an online store, and a mobile store.

It follows from the foregoing that the results of studies by various authors indicate the
relevance of this issue, but, on the other hand, are fragmented. It requires the development of
a methodological basis for the formation of multi-channel digital communication to ensure
an interactive exchange of information between participants in the supply chain, which will
increase their market stability and customer satisfaction, which form the demand for manu-
factured products. Consumers / buyers included in the supply chain should be grouped into
segments according to criteria such as: diversity and assortment, quality / price and reasona-
ble price segments reflecting the benefits provided by its participants. In this case, it is nec-
essary to take into account trends in terms of the use of certain devices. For example, accord-
ing to studies conducted by GfK, it showed that by the beginning of 2019, “the proportion of
Internet users on mobile devices has reached 61%. A year earlier, this figure was 56%. First
of all, the growing audience of users who access the Internet only from a smartphone (35%),
and the use of tablets even slightly decreased compared to last year”[17].

The formation of multi-channel digital communications between participants in the sup-
ply chain will improve the management of tangible and intangible (informational, financial,
etc.), which together should lead to a synergistic effect of economic indicators.

At the same time, there are a number of problems that are characteristic of many Russian
industries, in terms of the practical use of the principle of multi-channel digital communica-
tions, which require certain organizational and technical solutions, including:

1. Insufficient penetration rate of the high-speed Internet of 4G generations (except for
regional centers), and especially in terms of the quality and stability of signals of communi-
cation operators due to the “digital inequality” between different territories of the country.
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Note that the introduction of 5G generation mobile networks in Russia will significantly im-
prove the quality and speed of digital communications in the B2C, B2B and B2G markets for
solving numerous commercial and social problems. However, the timing of the start of the
introduction of this technology in Russia is not precisely defined, although according to some
data they are indicated by the end of 2021.

2. The lack of “end-to-end” IT platforms connecting the supply chain participants with a
single communication system that allows the exchange of relevant information online, in-
cluding the use of web bots, artificial intelligence technologies, virtual reality, etc. This cir-
cumstance leads to digital information barriers between participants in the supply chain and
the localization of relevant information. In essence, we can talk about “patchwork” commu-
nication either within the company, or only between the two closest participants in the supply
chain.

3. Lack of resources (financial, technological, human) and competencies for implement-
ing digital transformation projects not only for an individual company, and most importantly,
for creating a “seamless” digital communication between all participants in the supply chain.

4. An insufficient level of “digital” trust in the implementation of interactive digital-com-
munications, especially when carrying out transactions of participants in the supply chain.

5. Lag behind the leading foreign countries in the development of competitive infor-
mation technologies.

To the above, an important problem must be added regarding the use of Western commu-
nication equipment and software, as well as the choice of location of servers, data centers
(data centers), etc. So, on November 29, 2018, the software expert council under the Ministry
of Communications of the Russian Federation decided to phase out the use of software based
on foreign platforms. The regulator recommends the owners of such software to transfer it to
domestic platforms and limit the purchase of imported software for state organizations and
companies with state participation.

In this regard, there are risks of digital transformation of domestic enterprises, the needs
of which may not be satisfied only by domestic software. To reduce risks in the transition to
a new technological structure in the Russian economys, it is necessary to create an ecosystem
in the form of strategic interaction between state institutions, business and scientific organi-
zations, the main task of which is the development and implementation of “end-to-end” in-
tegrated information technologies that are not competitive only in the national market, but
also internationally.

The problems discussed above require a quick solution, since they significantly reduce
the effectiveness of communications needed to coordinate production, distribution, logistics
in the implementation of a commodity-money exchange between participants in the supply
chain and are a brake on the development of the country's economy as a whole.

2 Materials and methods

The relevance of introducing multi-channel digital communications into the practice of sup-
ply chain functioning has led to numerous publications by scientists conducting research in
the field of logistics, management, marketing, customer relationship management in the retail
industry, etc.

Within the framework of the problems under consideration, publications of Beck N., Rygl
D. [7], Cao L., Li L. [9], Herhausen D., Binder J., Schoegel M. [12], Manser Payne E., Peltier
J., Barger V. [18], Verhoef P., Kannan P., Inman J. [15], devoted to the study of various
aspects of the functioning of multi-channel systems in the retail industry. In a number of
publications, multichannel communication systems are considered from the point of view of
impact on consumer behavior, marketing activities of the company [19-21] and on the busi-
ness as a whole [22-23]. The results obtained in [24] showed a positive and significant impact
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of the three methods of rational supply chain management on the company's market perfor-
mance, namely: the JIT system, information flow and customer relations. In this regard, we
note that, in general, in the theory of supply chain management, little attention has been paid
to the formation and management of information flows using end-to-end IT systems, which
indicates the relevance of this topic.

In preparing the material for this article, such scientific methods as analysis and synthesis,
process modeling, process method, and system approach were used.

Using analysis as a method of scientific research, it was possible to consider the supply
chain as a set of individual elements that perform certain logistics, commodity distribution
and communication functions.

The synthesis method was used as a scientific tool for combining the communication
processes that take place between participants in the supply chain.

Using modeling and a process approach allowed us to display the complex organizational
structure of the supply chain in the form of series-connected block elements with communi-
cative connections and, at the same time, preserve a certain similarity of the supply chain to
solve the research problem.

The systematic approach made it possible to identify and consistently consider the meth-
odological principles of the formation of multi-channel digital communications in the B2C
and B2B markets.

3 Results

The rapid development of information and communication technologies allows us to solve a
number of problems in the field of organizing digital communications between participants
in the supply chain, not only on the “short” shoulder, but also to create backbone IT systems
connecting manufacturers, starting from the production of raw materials and materials ending
with the release of finished products. For these purposes, cloud technologies, Big data, block-
chain, integrated IT platforms can be used. Powerful computer centers are being intensively
built, which allow collecting and analyzing data, including the exchange of various infor-
mation between participants in the supply chain.

Currently, companies organize the collection and analysis of information using, for ex-
ample, applications of the MRP and CRM classes, carry out information exchange with other
participants in the supply chain, mainly by e-mail. To improve the efficiency of the logistics,
financial and marketing processes, this is now clearly not enough, it is necessary to imple-
ment multi-channel digital communications, which will more accurately manage demand in
the supply chain, and increase the satisfaction and loyalty of its end-user customers. Essen-
tially, we are talking about introducing integrated communication channels, which allow us
to better monetize the relationship between buyer and seller and increase added value.

At the same time, there is still no methodology for designing complex software tools for
organizing backbone digital communications, which play a key role in optimizing infor-
mation flows according to the criterion of reducing operating costs, both in the manufacturing
and circulation sectors.

This scientific problem attracts the attention of many scientists and practitioners, since
the management of digital communications on the "long" shoulder will contribute to a more
rational use of logistic resources available in the distribution channels, more accurate plan-
ning of production activities of enterprises that supply their products not only to domestic
market, but also to foreign markets. In this regard, it is advisable to formulate methodological
principles for the formation of digital communications as follows:

1. The principle of software congruence, primarily in the sales channels of each manu-
facturing enterprise that is part of the supply chain. In this case, we mean the correspondence
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and consistency of the parameters of communication equipment installed at any enterprise,
the “seamlessness” of software algorithms, etc.

2. The principle of the backbone of the information and communication system that pro-
vides multi-channel digital communications along the entire length of the supply chain.

3. The principle of "digital" trust between all participants in the supply chain, which al-
lows to accelerate and simplify decision-making in the field of digital interaction of market
entities included in the supply chain.

4. The principle of multi-channel digital communication to ensure quick access to receive
and send information to any participant in the supply chain from any technical device (de-
vice).

The first principle includes mainly organizational and technical issues that can be imple-
mented if there is a strategic level partnership between the supply chain participants and they
are ready to make mutual investments in the organization of multi-channel digital communi-
cations.

From a technical point of view, the channels providing digital communications should be
proportionate in terms of throughput of information traffic passing through the gateways and
switching nodes of electronic networks. The bandwidth of any k-th channel of digital com-
munication (Ck) is equal to the maximum traffic at the input and output of the information
system of each participant in the supply chain, taking into account the effect of entropy, as a
measure of the uncertainty of the transmitted information:

Ck = max (Tonj)i/ton = max (Tinj-Einj)/tin, 1)

where Tinj, Tonj - traffic volumes of incoming (Tinj) and outgoing (Tonj) information of
the j-th participant in the supply chain; Einj - entropy showing how much of the transmitted
information on the communication channel “k” has uncertainty or is lost altogether by the j-
th participant; ton, tin - time periods of the passage of traffic of incoming and outgoing in-
formation flows of the j-th participant in the supply chain.

Thus, the bandwidth (power) of the channel is the upper limit of the amount of transmitted
information per unit time, which should have the lowest possible level of entropy.

By measuring the current volume of traffic on digital communication channels, which
will be less than its bandwidth, you can calculate the utilization rate of the channel’s com-
municative traffic:

(1=Ct/Ck, (2)

where a is the utilization rate of the communicative channel traffic; Ct is the current vol-
ume of information traffic on the k-th communication channel.

It follows that the digital communication process should be organized in terms of choos-
ing the most efficient information transmission channels that provide maximum throughput
with a minimum level of uncertainty, based on the needs of all participants in the supply
chain. It should be noted that the creation of an information-oriented network, according to
some scientists, is an innovative paradigm for the future Internet architecture, which takes
into account the limitations of the IP network in supporting the distribution of content and
access to information.

The second principle means the creation of a backbone system that ensures the transmis-
sion of information along the entire length of the supply chain and can be implemented using
the process method by constructing a model of digital communications. An example of a
digital communications model using an IT backbone platform is shown in Figure 1.



E3S Web of Conferences 157, 05010 (2020) https://doi.org/10.1051/e3sconf/202015705010
KTTI-2019

Backbone Communications IT Platform of the Finished Product Manufacturer

Multichannels digital ~ Multichannels digital Multichannels digital Multichannels digital
communications 1st communications 2nd communications 3rd communications 4th
level level level level
I | | |
PRODUCERS PARTS AGGREGATE MANUFACTU
OFRAW  [—>|MANUFACTURE [ MANUFACTUR [¢»  REROF  |e—p| CONSUMERS
MATERIALS RS ERS AND FINISHED
NODES probUCTS | 1
l | ! . ,/i\/lultichannels digital
' ' ' /' communications 5th
_______________________ v e W ¥ evel
Local multi- Local multi-channels! | Local multi-channels: ! _ocal multi-channels |
channels of digital of digital ' of digital ! of digital i

with intermediaries intermediaries intermediaries

1

1

1

: - .

| communication
1 . . .
' intermediaries
1

1

1

1 1

. .

. .

i i

i i

H 1, = 1 . . .

} communication with ! © communication with |
1

i i

i i

i i

1 1

: :

: :

1
1
i
1
1 communication with
1
1
1
1
1
1

Figure 1. A model for organizing digital communication in the supply chain using the backbone com-
munication IT platform (developed by the authors).

The presented model (Figure 1) shows that digital communications are carried out be-
tween manufacturers at each level of the supply chain, starting from suppliers of raw materi-
als and ending with the manufacturer of finished products. To coordinate information flows,
the finished goods manufacturer creates an IT backbone platform, thereby ensuring “seam-
less” communication with each participant in the supply chain.

In turn, manufacturing enterprises that are part of the supply chain carry out local digital
communications with their intermediaries operating in their distribution channels (Figure 2).

Local multi-channels of digital communication of the j-th manufacturing enterprise

CUSTOMER/
ENTERPRISE-  |«—»|DISTRIBUTORl«—> DEALER/ |« CONSUMER
MANUFACTURER RESELLER PRODUCTS
‘ ‘ n-th participant
IT platform  («—{ Dealer / Reseller
distributor IT Platform

Figure 2. A model for organizing local digital communications in the sales channel of a supply chain
manufacturer (developed by the authors).

From the presented Figure 2, it follows that manufacturing enterprises that are part of the
supply chain accumulate and process information received from their distributors and dealers
/ resellers using a local electronic network, and after analysis transfer it to a common inter-
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company backbone IT platform. This model essentially implements the principle of EDI tech-
nology, which allows for the exchange of data in a standardized electronic format.

As aresult of repeated contacts made using digital communication channels, relationships
are formed, the strength of which depends on the form and volume of mutual obligations.
Finally, in the process of strengthening relationships, relationships appear that are the basis
for further co-investments.

The introduction of backbone and local communication IT platforms in the supply chain
will require a number of steps.

Pre-investment phase:

1. The readiness of the companies participating in the supply chain for a strategic part-
nership to create a multi-channel digital communications system is assessed.

2. A business project is being developed with a forecast of expenses and revenue, deter-
mination of the required financial, technical and human resources.

3. The resources and competencies at the disposal of the companies are evaluated.

4. Investment contracts for joint activities for the implementation of this project are con-
cluded.

Investment stage:

5. The necessary points of contact are identified, a travel map of the participants of the
supply chain is compiled, the required types of digital communication channels are deter-
mined to create an information and communication platform.

6. A structure is being created to manage communication channels for the interaction of
supply chain participants (contact center, Big date, etc.).

7. Procedures and protocols for the interaction of supply chain participants in digital
communication channels are being developed. If necessary, the multichannel system should
provide communications with the company's logistics and service departments.

Work Stage:

8. An automated system for collecting and processing data received in digital communi-
cation channels is launched.

9. The calculations of the effectiveness of the communication process and the work of
the contact center employees are carried out.

In the framework of the implementation of the third principle (digital trust), it is neces-
sary:

- ensure information security of the information corporate network;

- build confidence in the information exchanged by participants in the supply chain;

- establish trusting interpersonal relationships between employees of companies included in the
supply chain.

Due to the growing number of cybercrimes in various fields, the level of concern about industrial
espionage, the safety of personal data is growing, and as a result, the factor of trust is acquiring
strategic importance. It is no coincidence that in May 2018 the St. Petersburg International Economic
Forum was held under the motto “Creating an Economy of Confidence”. Experts at the PWC con-
sulting company rightly believe: «If the circulatory system of the digital economy is data, then the
credibility of digital technology is its heart. It is about the level of confidence in people, processes
and technologies that is necessary to build a safe digital world» [25]. Digital trust between partici-
pants in the supply chain is regulated through the development of general privacy rules and access
rights, information protection, digital signatures, etc. The role of the personality factor is that a person
better perceives information from a person whom he knows and trusts.

Thus, digital trust and communication are important elements in the formation of relations
between subjects of market relations in the digital environment.

To assess the quality of digital communications of supply chain participants, the follow-
ing characteristics can be distinguished:



E3S Web of Conferences 157, 05010 (2020) https://doi.org/10.1051/e3sconf/202015705010
KTTI-2019

- The value and accuracy of the transmitted information through different channels of
digital communication;

- speed and throughput of digital communication channels in the supply chain;

- “Seamlessness” of IT platforms of supply chain participants for information exchange;

- A high level of digital trust in the process of exchanging information.

Fourth principle — organization of multi-channel digital communication to provide quick
access to receive and send information to any participant in the supply chain.

The development of backbone and local IT systems should include the possibility of using
several channels of digital communications for the interaction of suppliers of goods or services,
customers and consumers, including online. Thanks to the Internet, participants in the supply
chain are able to interact interactively (contacts) with each other using a variety of communi-
cation tools and channels (table 1).

Table 1. Tools and channels digital communications for making contacts.

Contact forms Means of communication Communication channels
i sige_s (including:
) . anding page
. BL"S%i.' - “laélding p?ge”);_
" A ) - video conferencing;
Not personal contacts | ;:Vr\]/eégsts(.mcludmg video chats); | _ webinars;
- wiki- ! - CRM systems;
- other - mobile applications;
- social networks;
- other
- emails; - Email;
- on-line consultation; - instant messengers;
Personal contacts - “live” telephone conversa- - telephone contacts:
tion; direct or through contact centers;
- other - other

Using the data in Table 1, it is necessary to develop such a multi-channel digital commu-
nication that will take into account the information-analytical needs of each participant in the
supply chain. At the same time, not all contacts (points of contact) are equally important for
the interacting parties and will lead to the development of relationships and the establishment
of long-term relationships. Personal contacts have the greatest impact, which can be carried
out both officially and at the level of informal relations in the form of friendships, which take
place primarily in social networks, forums, chat rooms, etc. For example, in the field of ser-
vices such as education, medicine, IT consulting, personal contacts are important, and when
selling goods whose characteristics are precisely determined, you can use non-personal con-
tacts.

As for determining the number of communication channels, their number, with the devel-
opment of information and communication technologies, is constantly growing, but the most
popular in Russia are email, web site, social networks, mobile applications.

The ecosystem of digital communications can include cross- or omnichannel IT plat-
forms, each of which has its own advantages and disadvantages. Table 2 shows a compara-
tive analysis of the types of communication channels based on available publications in var-
ious sources.

Based on the fact that when creating a multi-channel digital communication, the main
thing is the convenience of exchanging information by participants in the supply chain, then
the omnichannel approach is the optimal solution. Manufacturers, intermediaries and con-
sumers can communicate with each other in all existing digital channels according to a single
standard from any device.
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Table 2. Comparative analysis of digital communication channels.

Cross-channel Omnichannel
Communications at points of contact Informational interaction is car-
. (touch) can be carried out through “cross” - .
Brief charac- channels. For examole. an incoming call is ried out using any channels that
teristic L Ple, g provide communication using a
received by the contact center operator, and sinale digital platform
the response is sent to the caller’s email 9 grtatp
For the implementation of communica- ;Ii-gﬁnltﬁ etg %?Qg:fh{ar:}gﬂn'ggi%rﬁc'
A~ tions, the integration of digital channels , tNESp L -
Dignity into a single information and communica- flows increases, it is possible to
- . . save information for further con-
tion system is not required tacts
g.of; eacr; ff thhe cl:orr_]munlcatlo; Ch;””EItS' i | Amore complex IT platform and,
ifferent technologies are used and contacts | yhorefore more expensive to im-
are carried out by different employees, for plement and use
Disad- example, a contact center and the client must Iti t .d |
vantages repeat his question or describe the problem | 'S n«eicesiaéy o ) E\lle ?p a h
g again each time. This can lead to loss of in- seag? ess i lfﬁta platform that
formation and adversely affects the mutual Cgm mles a]‘c ﬂ: € con;mur:llgatlon
satisfaction of participants in the supply cnannels ot the supply chain par-
chain. ticipants.

4 Discussion

The main advantage of cross-channel interaction is the lack of the need to create a single
“seamless” digital platform, which saves the money of participants in the supply chain.

The main advantage of cross-channel interaction is the lack of the need to create a single
“seamless” digital platform, which saves the money of participants in the supply chain. In
conditions of intense competition, omnichannel digital communication is more preferable,
since it takes into account the interests of users and increases their satisfaction due to the
ability to receive relevant information.

5 Conclusion

1. To create an effective online information exchange system, models are proposed (Fig.
1 and Fig. 2) for organizing digital communication in the supply chain using the main and
local IT communication platforms. The development of information and communication
technologies makes it possible to digitally transform the business processes of participants in
the supply chain, providing information exchange using multi-channel IT platforms. The
longer the distribution channels, the more difficult it is to carry out communications between
participants in the supply chain. If the supply chains in the B2B market are most often quite
short, then in the B2C market they are multi-level and include various wholesale (for exam-
ple, distributors and sub-distributors) and retail intermediaries, and this leads to the breaking
of the information exchange channels necessary to carry out logistics, financial and market-
ing tasks.

2. The principles of the formation of digital communications of the supply chain are for-
mulated and disclosed, including:

- The principle of software congruence;

- The principle of the backbone of the information and communication system;

- The principle of digital trust between all participants in the supply chain;
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- The principle of multi-channel digital communication.

These principles can serve as a basis for the development of a scientifically based meth-
odology for designing multi-channel digital communications between participants in the sup-
ply chain.

3. Based on a comparative analysis, recommendations are given on the choice of digital
communication channels in the form of cross-channel or omnichannel IT platforms. The in-
troduction of multichannel digital communications will allow for more mobile exchange of
information in the supply chain, increase satisfaction and loyalty of the final link of the sup-
ply chain - consumers.

4. The content and the role of digital trust in the use of digital communication are dis-
closed, which is an important eleme nt in the formation of partnerships between participants
in the supply chain in the digital environment.
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