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Abstract. The topic of pseudonymization of personal data has shown, that 

theoretical and methodological basics in sphere of automatized systems 

have just started to gain general trend. The majority of studies in this 

sphere are, commonly, about personal data in general, rarely touching the 

topic of pseudonymization and depersonalization. Therefore, the topic of 

pseudonymization has not fully assimilated in enterprise systems and has 

not grown any popularity, because enterprises tend to choose reliable tools 

and methods of information security while depersonalization is only 

beginning its way and is not common for big corporations. This leads to 

disinterestedness in solving known issues and goals of pseudonymization, 

universal methods have not been researched. However, low cost and 

simplicity of this method of personal data protection is turning our 

attention on it and ask ourselves a question: “Should we have a deep dive 

in it?”. Answer is obvious – yes. Certainly, this method has its 

disadvantages and it is not an ideal solution. But it certainly should be 

distributed worldwide. 

1 Content of the concept of pseudonymization 
When the Federal law "on personal data" was approved on July 27, 2006, it became 

clear that the protection of personal data in information systems has reached a new level of 

efficiency, given the increased amount of storage and processing of necessary data for 

regulating socially important mechanisms, both at the governmental and public level. The 

growth rate of information technologies currently allows users of various categories to 

access multifunctional data banks. 

At the same time," on the other side " of Informatization, hackers who want to get access to 

classified data are finding more and more new and sophisticated ways to achieve their own 

goals, so the tasks of ensuring the protection of such data play a crucial role, both at the 

local Russian and global level. 

Personal data information system is a set of personal data stored in databases that allow 

their processing using information and communication technologies. 
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Thus, the protection of personal data is carried out by eliminating illegal and 

unauthorized access to them, in order to avoid their declassification, modification, 

elimination and other illegal actions. For this purpose, organizational and technical 

measures are implemented in personal data information systems to protect information from 

leakage using hardware and software, including those that depend on the human factor. 

Such personal data protection measures should provide protection: 

1) Data representing electrical signals. 

2) audio recordings of negotiations. 

3) Data representing physical fields. 

4) Data stored on data carriers. 

One of the most reliable ways to protect personal data is pseudonymization, i.e. a 

method of depersonalization of data that hides the connection with the data subject and 

creates a link between a set of characteristics of the subject and its aliases (fictitious 

names), if there are several of them[1]. 

Pseudonymization is essentially a special case of depersonalization and de-identification 

(the process of removing the connection between identifying data and their subject); where 

an alias is just an identifier that serves as a reference to the original data of the data subject, 

which is usually stored in different segments of the information system. 

There are two types of pseudonymization: 

- reversible; 

- irreversible. 

The difference between them is that the irreversible pseudonymization method 

completely removes any connection between false and true data; therefore, their recovery is 

no longer possible. 

 
Fig 1.Method for identifying data subjects

In 2016, the European data protection standard GDPR (General data protection 

regulation) was released, which describes personal data as "any information that somehow 

relates to an identified or identifiable individual", so the most important advantage of 

pseudonymization is the ability to aggregate (Association) data for persons who have 

access to this information, but it does not violate the rules for access to confidential 

information of data subjects [2]. 
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According figure 1 several data subjects that have a number of characteristics (address, 

first name, last name, etc.) stored in the company's database and related to the personal data 

of these subjects. 

The subject of personal data is determined on the basis of a set of subjects among which 

it can be identified; thus, it will be quite easy to identify the identified data subject by a 

number of characteristics. Often a single unique characteristic is sufficient for this purpose; 

in other cases, a number of descriptions have to be used to reduce the search for the data 

subject. However, some characteristics may have properties of impermanence, that is, they 

may change over time (for example, the address of residence or, more often, the email 

address)[3]. 

2 Types of personal data 
Personal data is divided into two parts according to the criteria for their identification: 

- processed, i.e. data that describes characteristics that make it impossible to identify the 

data subject; 

- identifying data, i.e. data that describes characteristics by which it is possible to identify 

the data subject. 

However, there are conflicting cases when identifying data is also processed, so in an effort 

to develop a method for pseudonymizing personal data, it is necessary to take into account 

the "aggregation" of identifying data in order to reduce their level. In some cases, this is not 

possible, so such identification risks must be specified in the company's security policy [4]. 

3 The concept of pseudonymization 
The availability of personal data for quality control and subsequent improvement by 

eliminating deficiencies in the enterprise information system plays an important role in the 

development of the enterprise. However, according to the confidentiality requirements, this 

data must be changed in such a way as to hide the identity of the subject. 

No security method can guarantee the absolute result of data concealment, while 

complying with all the requirements and norms established by standards in the Russian 

Federation. Therefore, for such cases, a model of personal data leakage threats should be 

developed that would take into account the following factors: 

- determine the purpose of personal data processing; 

- minimize the information that is provided to achieve the goal of personal data processing; 

- take into account the threat of personal data leakage; 

- comply with the rules for accessing personal data. 

Ways to classify identities, access to data, and threats are determined based on the 

above factors. This iteration should be performed with each new access to personal data, 

despite the fact that different processes may require a common strategy for the actions 

taken. In most cases, the protection of personal data is based on the General goals and 

standards to the minimum necessary protection of information. In other words, the personal 

data protection strategy will be common, but the methods of its implementation will 

differ[3]. 

Data depersonalization is widespread (figure 3), i.e. the process of destroying the 

connection between a set of characteristics and a personal data subject without being able to 

restore it. It is achieved in two ways: 

‒ by completely deleting or changing the characteristics, in consequence of which the link 

is lost or ceases to be unique, pointing to several subjects at once; 
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‒ by increasing the number of data subjects, so that the link is no longer unique and points 

to multiple data. 

At the same time, pseudonymization (figure 4) also removes the relationship between 

the characteristic set and the data subject; however, it adds a relationship between 

characteristics and aliases. As a result, it is quite possible to establish a link between some 

pseudo-named data that relates to a particular subject, without declassifying the identity. 

Pseudonymization can be reversible or irreversible. Irreversible pseudonymization 

excludes the possibility of identifying a data subject by its set of characteristics and 

pseudonyms; reversible pseudonymization, on the contrary, includes this possibility. You 

can do this in the following ways: 

1) Using the processed characteristics (by decrypting the identifying information that is 

stored in the processed characteristics). 

2) Using an alias (matching table). 

 
Fig 2.Types of personal data

There are several ways to implement reversible pseudonymization; however, it is worth 

noting that the procedure for converting pseudonyms to identifying data must be performed 

by individuals or businesses that have received permission to do so; because it requires a 

much higher level of protection than irreversible pseudonymization. 

Pseudonymized data is grouped according to certain criteria, which are defined in the 

descriptions of personal data characteristics, from which the pseudonymized data is directly 

derived [4,5]. 

4 Classification of aliases depending on threats and channels of 
information leakage 
Just as when building any information system, you must take into account the degree of 

threats and ways of information leakage, so for pseudonymization, you must take into 

account the probability of data identification and understand the interaction of entities and 

relationships in a particular database. In some cases, you need to take into account possible 

ways to accidentally declassify information; and in others-to anticipate and prevent 

unauthorized actions of hackers, which is defined and established in the company's security 

policy[6]. 
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Fig 3.The method of pseudonymization

The probability of information leakage exists regardless of how any particular personal 

data protection algorithm handles its functions. Therefore, it is necessary to predict all 

possible channels of leakage of this data and analyze the results of a de-identified set of 

characteristics of any groups that are necessary to restore a classified identity. This 

approach is critical if certain identifying characteristics are required for processing 

purposes. 

When creating threat models, it is important to consider not only direct identifying data, 

but also indirect data that affects several data subjects at once. It is necessary to predict 

every scenario of requirements of the accepted identifiers. Based on this, determine which 

personal data to fill in with null values, which to convert, which to leave intact, and instead 

of which to enter a pseudonym. At the same time, it is possible to use three levels of the 

pseudonymization procedure, which provide the necessary level of personal data protection 

(table 1). They are based on threats to restore the original data of the subject, taking into 

account direct and indirect identifying data [7]. 

At the same time, the assessment of the degree of threats to the restoration of the 

subject's identity must be made repeatedly at all levels, as indicated in the company's 

security policy, and reviewed several times a year. 

Table 1. Levels of the pseudonymization procedure 

№ level's Threats related to it 

1 Applying data elements that identify the 

subject 

2 Search among shared data 
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Table 2. Security Measures depending on the level of confidentiality 

№ level's Possible data leakage channels Ways to protect 
confidential data

1

Accidental declassification, the 

human factor

Removing obvious or easily 

accessible indirect data that 

instantly reveals the identity 

of the subject

2

Accidental declassification, human 

factor, technical means of 

unauthorized access by an attacker

Removing obvious or easily 

accessible indirect data that 

instantly reveals the identity 

of the subject, analyzing 

threats to reveal the identity 

of the subject, removing 

absolute timestamps in the 

database structure

3 Accidental declassification, human 

factor, technical means of 

unauthorized access by an 

attacker, access to abnormal data

Removing obvious or easily 

accessible indirect data that 

instantly reveals the identity 

of the subject, analyzing 

threats to reveal the identity 

of the subject, removing 

absolute timestamps in the 

database structure

In addition to regularly established threat assessment procedures, it is possible to review 

them in connection with a certain event (for example, making large and large-scale changes 

to the database). 

Depending on the level, the number of checks may also change; however, the second 

and third levels require higher attention. Also, depending on the level, certain 

organizational and technical measures are established to protect personal data (table 2). 

However, in contrast to the number of checks, such measures require more thorough 

preparation for pseudonymization procedures at a lower level. 

At the first level of threats to the confidentiality of personal data, the problem is solved 

using typical and standardized methods of information protection. If an attacker does not 

have access to high-tech hardware and software, then at this level, the guarantee of personal 

data protection is considered high and reliable. 

For the second level of threats to personal data privacy, it is necessary to take into 

account global models and data flows in it. A statistical analysis of the probability of an 

undesirable outcome is performed, and the time registration values in the database are 

deleted or changed. For example, if information about an event known to the attacker was 

entered into the database, it will not be difficult for the attacker to calculate what 

information was entered there. 

The third level of personal data confidentiality should include the protection of 

abnormal and rarely encountered data. For example, if an enterprise has an event that 

occurred only once over a long period of time, an attacker can easily match observations 

and reveal the identified data of the subject [8,9]. 

3 Abnormal information in the database
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5 Reliability and survivability of the personal data information 
system 
It is also worth noting the possibility of personal data damage due to the failure of the 

information system. In this case, it is necessary to assess its survivability by determining 

the probability of an undesirable outcome; if the reasons for failures are divided at the 

highest (broad) level of consideration. 

Thus, the survivability assessment should be considered as the property of preserving all 

or part of the functions prescribed in the development process with a purposeful destructive 

effect on the elements and structure of the information system. 

The concept of "stability" should be associated with the properties of maintaining the 

health of an information system in conditions when it operates under external influences 

that go beyond the tolerance zone allowed by technical documentation. These are mainly 

physical and chemical impacts, as well as the level of competence and training of the 

human operator, taken into account in the structure of the functioning information system. 

Reliability, as a property to preserve the performance characteristics of an information 

system within the specified limits when operating in the conditions specified in the 

technical documentation, is quite accurately defined by GOST And other normative 

documentation [10-11].

In fact, the state of partial failure implies the possibility of functioning of a faulty 

information system. At the same time, changes may occur in the information system due to 

a failure-structural, functional, reliability, and so on. There are risks of the consequences of 

such changes. These risks are subject to identification, analysis and accounting in the 

management of the information system and decision-making on strategic further actions. 

This, in turn, should be based on existing methodological developments for evaluating 

heuristic States and even intuitive approaches. All this should confirm the need to allocate 

the mode of operation in the conditions of partial failure, as a specific (independent) 

direction for evaluating the effectiveness of the tasks defined by the developers when 

creating the appropriate information system. 

In reality, you should point out the following: when designing an information system, 

developers set tolerances on the parameters of the information system based on the 

consideration that if the latter have exceeded the established limits, then its performance is 

preserved [12-13].

At the same time, the operating time is often considered not as the interval between 

maintenance studies with monitoring and restoration, but as the entire period of planned 

operation, i.e. before the transition to the limit state. When evaluating decision-making in 

the period between planned regulations regarding the continuation of operation, the time 

may be relatively short and the parameters may remain outside the tolerance zone, but not 

in the critical zone where it is impossible to continue operation [14]. 

The survivability of an information system is currently associated with its ability to 

resist targeted destructive influences from individuals who use unauthorized access to it. At 

the same time, errors in computing and communication processes should also be considered 

not only as a fact, but also in terms of the amount of damage caused by obtaining an 

erroneous result. There may be situations when errors can be considered insignificant, and 

the results obtained remain in the zone of "reasonable solutions"[15]. 

The concept of stability of an information system can be considered as its ability to 

perform its assigned functions in conditions similar to those specified in the accompanying 

technical documentation. For example, this can be attributed to cases when you have to 
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implement a computational process with incorrect input data or interact with an operator 

who does not have sufficient training in its use. 

Conclusion. Said above allows us to focus on issues emerging approaches relating to the 

protection of personal data of employees by means of pseudonymization, as well as 

estimates of these properties of the information system as survivability, durability and 

reliability, especially part of the control devices [16-17].
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