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Abstract. The paper analyzed the potential safety and stability control risk of the southwest power grid,
presented the general online identification framework for operational risks of the second and third defense
line of UHVDC sending-end power grid, elaborated the key techniques for realizing the aforementioned
functions, including security control strategy/system protection strategy modelling, high frequency cutting
generator strategy modelling , conflict detection for the control measures of the second and third defense line,

practicability assessment method for security control strategy/system protection strategy, practicability
assessment method of high frequency cutting generator strategy and other technologies. According to the
actual application conditions of the southwest power grid, the system may provide dispatching users with

more comprehensive Online identification for the operational risks

the second and third defense line as well

as discover the potential safety hazards and risks during operation of the power grid.

1 Introduction

Southwest power grid enjoys abundant water resources.
With the constructions of series of UHVDC transmission
projects, transportation scale of Southwest power grid has
been further increased; however, the changes in the
abundance of hydropower output and the impact of natural
disasters on the transmission channel are making the
southwest power grid transmission power, grid operation,
security and stability characteristics complicated and
changeable [1-7].In order to insure safe, stable and
economic operation of the large power grid, a great
amount of regional security and stability control systems
and devices has been equipped in southwest power grid.
However, the current security and stability control system
is for solving local problems only and still has the
problems of simplified control measures, lack of integral
evaluation, insufficient coordination control and other
defects in terms of UHVDC blocking fault. Therefore, the
AC/DC coordinated control system shall be constructed in
southwest power grid to solve the problems of safety and
stability in the whole network [8-10]. Meanwhile, high
frequency cutting generator shall be reasonably equipped
in the UHVDC sending-end power grid to avoid the risk
of high-frequency power grid under serious failures.
Therefore, accurate perception of the online running status
of the second and third defense line of southwest power
grid plays an extremely important role in comprehensive
understanding of the safe and stable operational level of
power grid [11-13].

Current researches have achieved abundant results in
aspects of online monitoring and management of the
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second and third defense line, among which, the reliability
of the stability control system on various dimensions, such
as the general framework, running mode, control mode,
were verified in literature [14]. Online monitoring and
management on the security and stability control system
and device were performed in literature [15-17] via
constructing safety control integrated management system
in the control center, validity and rationality were
evaluated, and multiple DC emergency control, pumping,
energy storage, pump switching and other control
strategies of multiple control resources were presented in
literature [18] and the function of integrated monitoring
and early warning of the high frequency cutting generator
in the third defense line was also proposed in literature [19]
to effectively improve monitoring capability of the third
defense line. However, the aforementioned researches are
aimed at the monitoring of the second and third defense
line instead of performing integrated monitoring and
analysis on the second and third defense line, and it is
unable to comprehensively identify operational risks in the
second and third defense line.

Under the above context, the paper proposed the
general online identification framework for the
operational risks of the second and third defense line of
the UHVDC sending-end power grid and elaborated key
techniques, such as security control strategy/system
protection strategy modelling, high frequency cutting
generator strategy modelling, conflict detection for the
control measures of the second and third defense line,
practicability assessment method of security control
strategy/system  protection  strategy, practicability
assessment method of high frequency cutting generator
strategy, performed comprehensive analysis on various
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monitoring information of the second and third defense
line to push the messages of abnormal device,
practicability assessment result, strategy check result,
module conflict and other risk information to the
personnel in charge of dispatching and operation.
Furthermore, the paper also introduced the application of
the technique in southwest power grid, and described the
supporting role of the system on safe and stable operation
of power grid.

2 General framework

Based on the AC/DC coordinated control system , the
online monitoring system of the second and third defense
line adopt the software, hardware and information
resources of the current security and stability control

system, integrate the security control strategy/system
protection strategy model constructed by southwest power
grid security control system/system protection system and
combine the third defense line strategy model to analyze
the existence of controlled quantity conflict between
identification security control strategy/system protection
strategy and the third defense line strategy.

The paper also performed practicability assessment
method of security control strategy/system protection
strategy, and practicability assessment method of high
frequency cutting generator strategy, verified if the on-
duty strategy can be sufficiently implemented and
provided all-around risk identification information to the
personnel in charge of dispatching and operation. Refer to
the following Fig 1 for detailed information about the
general system framework.
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Fig. 1. General framework of online identification on operational risks of the second and third defense line of UHVDC sending-end
power grid.

Main  function  modules:  security  control
strategy/system protection strategy modelling, high
frequency cutting generator strategy modelling, security
control strategy/system protection monitoring, high
frequency cutting generator monitoring, practicability
assessment method of security control strategy/system
protection strategy, practicability assessment method of
high frequency cutting generator strategy modelling, cross
configuration detection, online verification of security
control strategy/system protection strategy, online
verification of high frequency cutting generator.

The security control strategy/system protection
strategy modelling module realizes unified description of

security control device/system protection device and its
strategy model through structured modelling, and designs
reasonable data structure to facilitate simulation of device
actions; high frequency cutting generator strategy
modelling may realize uniform description of operational
conditions and logic of the high frequency cutting
generator via structured method; security control /system
protection monitoring module includes the acquisition of
operation conditions of the safety control device, alarm of
abnormal or action events, calling and display of wave
recording, identification of abnormal device and other
risks of safe power grid operation; high frequency cutting
generator monitoring mainly involves the acquisition of
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operation conditions of the high frequency cutting
generator, monitoring of capacity information of the
switchable unit, identification of abnormal high frequency
cutting generator and other risks; the security
control/system protection  practicability assessment
module assesses the enforceability status of the current
policy according to the policy model and given the current
grid operating conditions and the operating conditions of
the security control device/system protection device, and
assesses whether there is any irrelevant risk of the system
protection policy; practicability assessment method of
high frequency cutting generator strategy may make
statistics on controllable quantity of the high frequency
cutting generator within the area, judge if it may satisfy
the requirement on desired controllable quantity of the
annual allocation plan of high frequency cutting generator
in southwest and evaluate if there exists inadequate
controls risk in the high frequency cutting generator
strategy; the security control/system protection online
verification module performs static and transient safety
verification of severe anticipated faults based on current
policy identification; the high frequency cutting generator
online verification module performs static and transient
safety verification of severe anticipated faults based on
current policy identification; cross configuration detection
module may perform online identification according to
control measures of various strategies, analyze if there
exists cross conflict configuration and potential risk of
controlled quantity reduction.

3 Key technology

3.1 Security control strategy/System protection
strategy modelling

By means of comprehensive analysis on large amount of
actual security control device/system protection device
strategies, the paper analyzed key factors including
organizational form of the security control strategy/system
protection strategy, basic control logics, mode of
distribution of the controlled quantity. Established the
corresponding security control policy structured model
[20-22], and realized the integrity modelling of the
security control policy execution path based on the
"coordinated control terminal - master station - sub-station
- execution station".  Refer to Fig 2 for detailed
information.

The strategy is organized in the form of a quadratic
table, and the control strategy is decomposed into five
basic elements, summarizing four basic structural models
of the control strategy: direct type, sequential type, cyclic
type and optimal type, and designing hierarchical
associated data structures to achieve the structural
modelling of the strategy. The quadratic table specifically
includes fault matching, operation mode matching, control
strategy and section trend identification. Among them, the
control strategy can be subdivided into control quantity
and object queue, and the control method and
implementation principle are set according to the
differences handled by the security control device /system
protection device. Constraints generally refer to the
security control strategy/system protection strategy action
to meet some constraints, such as DC blocking fault
control strategy will generally require DC loss of power
greater than the DC valve blocking cutter threshold value.
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Fig. 2. Security control strategy/System protection strategy modelling.
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3.2 High frequency cutting generator strategy
modelling

By means of comprehensive analysis on large amount of
actual high frequency cutting generator strategies, the
paper analyzed key factors including organizational form
of the high frequency cutting generator strategy, basic
control logics, mode of distribution of the controlled
quantity, constructed the corresponding strategy model of
the high frequency cutting generator. In order to realize the
annual allocation plan of high frequency cutting generator
in southwest power grid, various rounds of frequency
settings, time delays, switchable configuration values and

other information can be set up.

Strategy modelling is to analyze the key elements such
as strategy organization form, basic control logic, and
control quantity distribution mode according to the action
characteristics of the high frequency cutting generator, to
establish a structured model of the control strategy, and to
realize the database modelling of the control strategy. The
high frequency cutting generator strategy is organized in
the form of a ternary table, and the control strategy is
decomposed into five basic elements, which summarizes
two basic control strategy structured models by area
statistics and by plant station statistics to realize the
structured modelling of the defense strategy of high
circumferential cutting machine. Refer to Fig 3 for
detailed information.
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Fig. 3. High frequency cutting generator strategy modelling.

3.3 Conflict detection

Based on the security control strategy/system protection
strategy modelling that has already been constructed,
switching-off conditions of control measures and
topological connection relations of various security and
stability control systems will be deeply analyzed,
association relations of control measure objects of various
security and stability control systems will be judged, the
existence of control strategy of cross configuration will be
online analyzed and identified to realize strategy
identification.

Based on various types of safety control strategies and
online modelling of defensive lines of the high frequency
cutting generator, online monitoring of cutting generator
measure conflicts will be performed. Aiming at possible
inter-related phenomenon of controlled objects of the
same type of different types and based on real-time
operation condition of power grid, conflict measure
objects and conflict power values of the same type or
among different types will be calculated out. Refer to Fig
4 for detailed information.
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High frequency cutting
generator strategy

Statistics control measure
object

Statistics control
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multiple security and
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stability control system strategy and high frequency
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Fig. 4. High frequency cutting generator strategy modelling.

3.4 Practicability assessment method of the
second defense line

Corresponding control strategies will be matched with on-
duty strategy identification and analysis according to
action conditions, such as fault, operation mode, flow
constraint, and the main procedure is as followed: (1) Fault
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matching. Match with the fault according to the given
expected fault set and constructed in the security control
strategy/system protection strategy modelling. Fault refers
to the disturbance of security control strategy/system
protection strategy definition, that is to say, triggering of
control command must be the occurrence of specific fault;
(2) Operation mode matching. As for the commissioning
fault of security control device/system protection device,
the paper judged if the operation mode of power grid may
satisfy action conditions of the security control
device/system protection device by integrating real-time
operation data of power grid. Operation mode refers to the
combination of switch throw in/out, device throw-in and
stop and flow direction defined by security control
strategy/system protection strategy. For example,
maintenance of certain lines, power delivery of certain
section, ring opening, upload main transformer belong to
the aforementioned conditions; (3) Matching of sectional
transmission flow interval. Judge the flow of section
satisfying operation mode and investigate if its flow level
may satisfy the specified condition for operating security
control/system protection. Flow constraint refers to the
range of monitoring flow value defined by security control
strategy/system protection strategy. For example,
sectional power is greater than 400MW and lower than
1000MW; (4) Control strategy analysis. Control strategy
analysis means to analyze the control strategy, confirm the
controlled quantity of various associated control measures,
transform it into concrete executive strategy and distribute
it to corresponding control sub-site, actuating station or
execute at local site. It mainly includes basic information
analysis, controlled quantity transformation and control
constraint check.

Based on the real-time operating information collected
by the security control device/system protection device on
the basis of the identification of the on-duty strategy, such
as the electrical quantity, the state of the allowable cutting
pressure plate, the communication state, etc., and in
combination with the offline strategy table, online
calculation of the amount of control required for the on-
duty strategy of the security control device/system
protection device in the event of a predicted fault, and

comparison with the actual controllable amount of the
security control device/system protection device, the
evaluation result of whether the actual controllable
amount can meet the implementation of the measures is
given. Alarm when the amount of control measures is
insufficient [23].

3.5 Practicability assessment method of the high
frequency cutting generator strategy

First, figure out the switchable unit capacity in various
rounds of single high frequency cutting generator; second,
match the rounds in annual high frequency cutting
generator allocation plan with various rounds of action
frequency thresholds in the strategy model of high
frequency cutting generator and action delay, take the
round in annual high frequency cutting generator
allocation plan as the standard to accumulate the
switchable machine capacity in the corresponding rounds
of high frequency cutting generator in the same province
(district), so as to acquire total quantity of switchable
machine capacity in various rounds of the annual high
frequency cutting generator allocation plan in the province
(district); at last, accumulate the total amount of
switchable machine capacities of various provinces and
districts in Branch Center to acquire the total amount of
switchable machine capacity in various rounds of the
overall network.

Make real-time statistics on switchable machine
capacities in various rounds of the high frequency cutting
generator in the overall network, compare with the
required switchable machine capacity in various rounds of
the high frequency cutting generator in the high frequency
cutting generator allocation plan, give Online alarm and
remind the dispatcher to dispose in time if the switchable
machine capacity in various rounds of the high frequency
cutting generator cannot satisfy the requirement on desired
switchable machine capacity. Refer to Fig 5 for detailed
information.
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Fig. 5. Frame diagram of practicability assessment method of high frequency cutting generator strategy.

4 Situation of application

In recent years, the hydro power in southwest power grid
has been developed rapidly and is playing increasingly
important role in balance of supply and demand of power
grid and national energy conservation and emission
reduction. The successive commissioning of a variety of
UHVDC projects, but also to a certain extent to improve
the power delivery and absorption of the DC power grid.
Research achievements of the paper have been applied in
actual projects in southwest power grid and provided
reliable technical measures for solving the monitoring
problem of the second and third defense line of power grid.

As the system protection analysis and decision center,
southwest power grid has established security control
strategy/system protection strategy model, performed
rolling identification on the on-duty strategy of system
protection under real-time operating condition by
integrating the operation condition of security control
device/system protection device directly managed by
southwest power grid and uploaded by various provinces
power grid, so as to timely discover if the controllable

quantity of on-duty strategy is sufficient or not. Judgement
of Gangudi safety control device on 500kV Ganshu I
transmission line permanent ground fault action was taken
in 2020 as an example for verification. Check strategy
table to acquire capacity of the cutting generator and
operate to trip off S00kV Lugan transmission line. The
Kangding station cuts outgoing lines according to the
required cutting capacity, sends the command to Danba
station to cut outgoing lines, sends the command to
Houziyan station to cut the unit rounds, and sends the
command to Changheba station to cut the unit rounds. The
Lugan line (348.4MW) was cut and the shortfall was
forwarded to Kangding station (425MW). The following
previously mentioned techniques such as security control

strategy/system  protection  strategy = modelling,
practicability assessment method of security control
strategy/system  protection  strategy, and  cross-

configuration conflict detection facilitate the validation of
system functionality.

4.1 Security control strategy/System protection
strategy modelling

Table 1. Security control strategy/System protection strategy modelling.

Operation mode Fault Sectional position Contro.lled COnSt.I‘E.ilnt
quantity condition
Kanggan double loop
operation, Gansu single 500kv Gansu single line Gan_s u double loop All reserved
loop operation, Kangshu ermanent ground fault sectional 100MW None
P op ? N p & power >=850

double loop operation

As stated in the above table, during the operation period
of Kanggan double loop operation, Gansu single loop
operation and Kangshu double loop operation,500kv

Gansu single line permanent ground fault was detected by
Gangudi security control device, and the actual power of
Gansu double loop section is 873.7MW. According to the
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constructed strategy table, the capacity of 100MW is
required to be reserved and the desired controlling
quantity is 773.7MW. First, the outgoing lines of Gangudi
will be tripped off, among which, the outgoing lines of
Xindugiao are uncontrollable and only 500kV Lugan line

(347MW) is controllable, and the insufficient controllable
quantity (426MW) will be forwarded to Kangding for
processing. Refer to Table 2 and Table 3 for detailed
information about control measure modelling.

Table 2. Xindugiao control measure modelling.

Unit: MW
Execution station Control device Power Priority
Xindugiao Xindugiao 1st round outgoing line 0 -
Xindugiao Xindugiao 2nd round outgoing line 0 -
Xindugiao Xindugiao 3rd round outgoing line 0 -
Xindugiao Xindugqiao 4th round outgoing line 0 -
Xindugiao Xindugiao 5th round outgoing line 0 -
Xindugiao Xindugiao 6th round outgoing line 0 -
Xindugqiao Xindugiao 7th round outgoing line 0 -
Gangudi Lugan line 347 1
Table 3. Xindugiao control measure modelling.
Unit: MW
Execgtion St_a ti9n Control device Power Running state ~ Total Priority
station priority
Guodan line 15.2 run 1*10+1=11
Danba 1 Guandan line 76.3 run 2*%10+1=21
Handan line 11.1 run 1*10+1=11
#1 unit 4.3 run 3*10+2=32
Houziyan 5 #2 un%t 0 off -
#3 unit 170.6 run 5%10+2=53
#4 unit 0.3 run 7*¥10+2=72
Changheba 3 #1 unit 219.5 run 3*10+3=33
#2 unit 206.1 run 4*10+3=43
Heding line 47.4 run 1*10+4=14
. Bading line 39.8 run 2*10+4=24
Kangding 4 o
Jinding line 0 off -
Huangkang line 112.8 run 4*10+4=44

4.2 Practicability assessment method of on-duty
strategy

The required controllable quantity forwarded to Kangding
was 426MW and the execution stations are Danba,
Houziyan, Changheba and Kangding. Firstly, trip off
according to the priority of rounds, then the priority of
stations. Priority of the control measures shall integrate the
station priority and the device priority. Set the station
priority as i, priority of the device is j, and the final priority
can be represented as p=i+j*10; In order of final priority,
the lesser priority is taken in order of accumulation until
the required control quantity is achieved. As shown in
Table 4, actual controlling quantity is 619.7MW, which
satisfies the requirement of the forwarded controlling
quantity 426MW and the strategy practicability
assessment method result is that the controlled quantity is
sufficient. The control strategy satisfies the requirements

on control, and is in consistent with the actual result of
safety control operation.

Table 4. Actual control measures.

Unit: MW
Control Device Power Priority

Guodan line 15.2 11
Handan line 11.1 11
Heding line 47.4 14
Guandan line 76.3 21
Bading line 39.8 24
Houziyan #1 unit 43 32
Changheba #1 unit 2195 33
Changheba #2 unit 206.1 43
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4.3 Conflict Detection

As shown in Table 3, the units of Changheba and
Houziyan station serve as the objects of controllable
measures of security control strategy/system protection
strategy; however, regarding the third defense line, units
of the aforementioned two units may also serve as the
measures of the high frequency cutting generator. As
stated in Section 2.3, system will judge that the units of
Changheba and Houziyan all belong to the objects of
control measures of the second and third defense line
simultaneously, acquire the existence of cross
configuration in the aforementioned units, remind
operational and dispatching personnel that operational
risks of reduced controllable measures of the high
frequency cutting generator might be caused after the 2nd
defensive line tripping off the aforementioned certain
units.

5 Conclusion

In this paper, the proposal of the second and third defense
line of risk identification function of the UHVDC sending
grid is closely integrated with the security and stability
needs of the southwest power grid, and is a powerful
complement to the existing the AC/DC coordinated
control system. Based on the existing security control
strategy/system protection strategy model and the new
High frequency cutting generator strategy model, and
based on the conflict detection of the second and third
defense line, combined with the real-time operating
conditions of the power grid statistics, it provides more
comprehensive risk identification results to dispatching
operators for timely detection of security hazards and
potential risks in the power grid operation to ensure the
safe and stable operation of the power grid. On this basis,
according to the practicability assessment method result of
the second and third defense line, further analysis can be
launched to provide aid decision making of precaution and
pre-control.
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