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Abstract. One of the most important goals of the energy industry is to ensure a shortage-free and reliable
energy supply to consumers. To achieve this goal, it is necessary to assess the level of energy security of the
fuel and energy complex (FEC) of the country. For these purposes, it is proposed to form a model of the
energy system that would take into account the peculiarities of all process flows that take place in it. For
this purpose, we conducted a review of Russian and foreign studies in the field of modeling of the FEC in
the course of the work. The main result presented in the article is a methodology for the building of a unified
model of the fuel and energy complex to assess the level of energy security.

1 Introduction

Ensuring the reliability of energy systems and energy

security are important components of economic

development. The article deals with the modeling of
energy systems in the study of energy security. The main
issues under consideration are the following:

o Analysis of existing mathematical models of the fuel
and energy complex that have been designed to
analyze the issues of ensuring energy security and
developed at the Melentiev ESI, SB RAS. We
analyze the strengths and weaknesses of the models
and lay the foundation to form a methodology for
modeling the fuel and energy complex;

e We present a methodology for forming a multi-node
model with a wide variety of primary energy
resources, including renewable energy and water
systems, as well as secondary energy resources,
including cold energy.

e We state the basic requirements for the joint
modeling of energy systems of different types and
their interaction with each other;

e We present a model of the electric power system and
outline the approaches to the mathematical treatment
of each element.

In what follows, the article is further organized as
outlined below. Section 2 provides an overview of the
research aimed at modeling the interconnected operation
of energy systems of various types. Section 3 presents an
analysis of the mathematical models of the fuel and energy
complex as developed at the Melentiev ESI, SB RAS. The
mathematical model of the electric power system and a
description of its elements are presented in Section 4.
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Finally, the concluding section 5 presents the results of the
work done.

2 Review

Most foreign studies lack "the fuel and energy complex"
concept. Instead, the authors consider diverse variations
of integrated energy systems (IES). The IES converts
conventional and renewable energy, such as solar and
wind, into cold energy, heat, and electricity to improve the
overall efficiency of energy use and increase the
flexibility and economic performance of energy supply
[1]. It is worth noting that the FEC or integrated energy
systems can be considered at different levels of scaling.
Thus, the object of the study may be the FEC of a small
settlement, as well as the FEC of the country or interstate
unions. Certain mathematical models and equivalence
methods should be used for each level of scalability. Also,
the set of the problems solved by modeling the FEC can
vary, among the main arrays of problems to be solved, we
can traditionally distinguish between the problems of
managing the operation and development.

Avrticles [2-20] present studies aimed at modeling
integrated energy systems and optimizing their energy
flows. Let us look at some of the studies in more detail. In
[2], the authors modeled a multi-energy microgrid in order
to study day-ahead dispatching. The equipment presented
in the model is divided into three categories: generation
units based on renewable energy sources (photovoltaic
cells), linking equipment of the energy hub (voltage
transformer, CHPP, and gas boiler), and energy storage
devices. All elements are described by non-linear
equations.

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0
(http://creativecommons.org/licenses/by/4.0/).
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In the study [4] an energy hub, whose generation is
based entirely on renewable energy, is modeled to convert
biomass, hydro-, wind, and solar energy into electricity,
biogas, heating, and cooling flows. The model includes
redundant connections between energy sources for
operational flexibility.

In [6], the author model a smart building with its own
energy production (gas turbine). The power grid and the
gas trunk line are modeled as external energy supply. The
study describes the possibility of interchangeability of
different energy resources. The mathematical treatment is
presented as a system of linear equations.

In [7], the authors model the interaction between
microgrids with multiple carriers and energy storage
facilities as a complex energy hub that takes into account
different electrical, heating, and cooling resources. The
model provides resource sharing to arrange redundancy.

The article [10] presents a multi-energy system with
combined electricity and natural gas supply infrastructure.
The resulting mixed-integer linear representation models
the electrical and gas equilibrium by hour during the
month. The model aims to determine the optimal supply
system based on fault tolerance criteria.

To determine the optimal placement of energy storage
devices, in the study [13], the authors built an integrated
model of the energy system, including an electric boiler
for heat storage, an ice storage device, a storage battery,
and a P2G system. The integrated energy system includes
four forms of energy: cooling, heating, electricity, and gas
and has the characteristics of different types of load and
power supply equipment.

In [16], a grid-connected IES consisting of energy
supply equipment, energy storage equipment, and three
types of loads is modeled. The gas boiler, CHPP, and
renewable energy are represented as generation
equipment.

Study [19] demonstrates the use of dynamic modeling
to simulate and evaluate the stability of an integrated
energy system that includes three energy carriers:
electricity, heat, and gas. In the power grid, the authors
implemented three aggregated consumers with standard
load profiles: industry, agriculture, and households. In the
model, the load responds linearly to frequency. The
demand for electricity is covered by wind turbines,
photovoltaics, a biomass power plant, an incineration
plant, and a CCGT unit. The authors also implemented an
electricity storage device to absorb possible excess
electricity and avoid reducing the use of renewable energy
sources. Transmission line models are quasi-stationary
and allow the calculation of voltage drops and power
losses. The heating section consists of three parts: two
residential areas, which are supplied with heat by gas
boilers, and one residential area, where households are
connected to the district heating network supplied by the
CCGT unit. The gas section consists of eight pipelines
forming a loop, which ensures redundancy. The network
serves three gas consumers: an industrial consumer and
two residential areas that burn gas in boilers for heating.
To assess the stability of the system, the authors model a
14-hour long emergency at one of the sections of the loop
gas pipeline. This period of gas outages is chosen so as to
match the Baumgarten explosion in December 2017.

The analysis revealed that most of the studies
considered the individual nodes of the energy system and
mentioned the possibility of their interaction with each
other. According to the statistical data compiled, the more
equipment is considered in the study, the fewer territorial
clusters are modeled. Of all the reviewed studies, only the
last one appears to be of interest in terms of its more in-
depth study in the context of the work planned due to the
fact that it presents a multi-node model with a large
amount of equipment and energy carriers.

3 Mathematical models of the FEC
designed for energy security research
and developed at the Melentiev ESI, SB
RAS

Research into energy security has been carried out at the
Melentiev Energy Systems Institute SB RAS for a long
period of time with dedicated mathematical models of
energy systems and the FEC as a whole being developed
[21-24]. Models have been developed since 1980 and
there are currently three main modifications, which will
be described in detail in this section. These models that
include "Nadezhnost' TEK" (Reliability of the fuel and
energy complex), "Rezerv" (Redundancy), and "REKS"
(Development of the fuel and energy complex with energy
security factored in) are based on a system of linear
balance equations with a given constraint matrix. Each
subsequent model was a revised and expanded version of
the previous model, however, the basis of the model and
the objective function remained similar. It is worth noting
that all the models are focused on the analysis of large
interconnections and were used to analyze the FEC of the
USSR and Russia.

3.1 The "Nadezhnost' TEK" model

The main objectives of the economic and mathematical
model of the analysis and provision of the reliability of
energy sector operation under large-scale disturbances
("Nadezhnost' TEK") were the analysis and assessment of
the consequences of large-scale disturbances affecting the
main cross-industry and cross-regional links within the
fuel and energy complex of the country. Based on the
analysis, one calculated the most rational way to
compensate for these perturbations with interchangeable
fuels and redistribution of energy flows. Solutions were
worked out in advance for a period ranging from one year
to a quarter of the year. The calculation time was changed
by scaling the variables and introducing adjustment
coefficients into the constraint system.

When developing the model, a number of
simplifications were adopted, allowing for the minimum
level of detail necessary to account for the two main
systemically important factors: interchangeability of fuel
and energy resources and territorial and transport links.
Such simplifications may include the lack of consideration
of fuel transportation time, inaccuracies in the
representation of technological relationships, the lack of
consideration of the power balance, etc. Another
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significant assumption is that the entire fuel and energy
system was, in terms of its territory, divided into large
economic areas, within which all production and
consumption were represented in an aggregated fashion.
The above factors impose significant limitations on the
scope of possible applications of the model.

The model includes the following subsystems: gas, oil,
coal, and electricity. All other types of primary fuel and
secondary energy resources were considered in an
aggregate manner (e.g., heat and nuclear fuel production).
For each type of energy resource, balance equations were
formed, including the aggregate values of production and
consumption within the area and the supply of energy
resources from another area (to another area).

In the "Nadezhnost' TEK" model, all consumers were
divided into three categories: critical (1), other (lI), and
exports-oriented (I11). Ensuring the supply of light
petroleum products was a priority, so they were classified
as belonging to the first category. In addition, for the first
category (as well as for the second one), the volume of
electricity and boiler and furnace fuel consumption
(heating oil, coal, and gas) were considered. Export
products (third category) included coal, gas, and crude oil.
To take into account the scale of priorities depending on
the category of consumers, a system of penalty
coefficients for energy shortages was introduced.

The objective function of the model was defined as the
problem of minimizing the shortage of energy resources
and the cost of FEC operation, with the first component
being to a large extent a higher priority. This is explained
by the fact that the specific damages from fuel and energy
shortages are an order of magnitude higher than the
specific costs of production of energy resources.

3.2 The "Rezerv" model

The model of making control decisions under large-scale
disturbances in the fuel supply system (“"Rezerv") is a
revised and expanded version of the "Nadezhnost' TEK"
model. The model is divided into two generations:
"Rezerv 1" and "Rezerv 2".

3.2.1 "Rezerv 1"

In the "Rezerv 1" model, a new subsystem was introduced:
the thermal energy subsystem. It includes two
components: thermal energy received at centralized and
decentralized boiler houses, and thermal energy received
at CHPPs. With the implementation of this subsystem, the
way the modeling of thermal plants is performed has
changed. To account for the heating load, two extreme
modes of CHPP operation are adopted: condensing and
cogeneration modes. Taking into account the
simplifications, it is assumed that during the year, these
modes are descriptive of the summer and winter seasons,
respectively, since the power plant cannot instantly switch
over the mode of operation.

The territorial division of the model also underwent
changes due to the disaggregation of economic areas. This
change is due to the need to take into account the

peculiarities of the territorial organization of managing the
FEC.

In the petroleum product subsystem, the qualitative
composition of oil was detailed and individual types of oil
were distinguished, and the ability to control the modes of
operation of refineries was added.

The overall architecture of the model changed due to
the introduction of a new type of consumer: end-of-period
inventory. The introduction of this element was necessary
to account for the effect of decisions made for the previous
period on the current period. Thus, the inventory at the end
of the i-th period is the inventory at the beginning of (i+1)-
th period.

In connection with the above item, the objective
function was also changed. A new summand was
introduced into it, which characterizes the degree of
meeting the demand for energy resources at the end of the
period in question.

3.2.2 "Rezerv 2"

In the "Rezerv 2" model, which is the next generation of
the "Rezerv 1" model, its authors introduced several
significant changes into the overall architecture.
Autonomous republics and krais were distinguished as
separate economic areas which can be explained by a
number of domestic changes. In addition, the calculation
period of the energy sector modeling was changed.
Previously, in the "Nadezhnost' TEK" and "Rezerv 1"
models, it was scaled from a year to a quarter of the year;
in the "Rezerv 2" model, the upper limit was reduced to a
quarter of the year.

3.3 The REKS (Development of the fuel and
energy complex of the country with energy
security factored in) model

The model to optimize the development of the fuel and
energy complex of the country with energy security
factored in ("REKS") began to be developed
simultaneously with the "Rezerv 2" model, and to date, its
modification with minor changes remains the last
generation of a number of models.

In terms of the territory covered, the model is
represented by eight economic areas, which were defined
on the basis of the existing federal districts of the country.

The CHPP modeling method was also changed. In the
model under consideration, the relationship between heat
and electricity is taken into account by means of an
estimated coefficient derived based on the analysis of
statistical data on energy production at CHPPs.

The physical meaning of the coefficient is to capture
the dependency of heat production per 1 MW of electric
power. Condensing and heating modes of operation are
not treated separately.
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Table 1. Summary table of FEC models

Model name Balance equations Objective function Territory Cal:il:ll;twn
Na.?EZQ,?OSt [Production] + [reserve
(Reliability of recovery] + [input into the Mlnlmlzmg shortage 19 economic areas Year
the FEC) area] - [Output frpm the area] - and operating costs. of the USSR
1980-1985 [Consumption] >0
“Rezerv 1" 27 economic areas
(Redundancy 1) | [Inventories at the beginning of RUSsia Year
1985-1990 of the period] + [production] + | Minimizing shortages,
[input into the area] - [output | operating costs, and the | 35 economic areas
"Rezerv 2" from the area] - [consumption] cost of storing and autonomous
(Redundancy 2) | - [Inventories at the end of the inventory. federal subjects of Quarter
1985-1990 period] >0 the Russian
Federation
"REKS" [Production] + [reserve Minimizing shortages,
(Development extraction] + [new capacity operating costs, and the
of the FEC of additions] + [input into the cost of commissioning Year/ Time
the country with | area] - [output from the area] - new facilities and 8 federal districts | horizon (5 - 10
energy security [consumption] - decommissioning years)
factored in) [decommissioning of facilities | facilities whose useful
1990-2021 whose useful life is over 1> 0 life is over.

The final implementation includes a financial module
describing investment costs for reconstruction,
modernization of existing facilities, decommissioning of
obsolete equipment, and new capacity additions at energy
industry facilities. The model also features the account of
the dynamics of development, which allowed to trace such
features of the multi-step process of development of the
FEC as:

e the commissioning of new production facilities;

o dismantling and preservation of old facilities,

e  reconstruction of facilities with changes in the
process flow [25].

3.4 Final summary of models

Table 1 summarizes information on all of the above
models. The analysis revealed that all modifications are a
refinement and extension of the original "Nadezhost'
TEK" model. In this connection, we can conclude that
since the creation of the model, the methodology for
analyzing energy systems, calculating optimal solutions,
and assessing the level of energy security has remained
unchanged, and, as a consequence, has become outdated
given the developments in information and computer
technology.

The latest modification of the "REKS" model is
aggregated and fails to take into account the specifics of
many energy processes, in particular, this applies to the
electric power subsystem. The linearization of nonlinear
elements and the aggregation of power plants and
consumers significantly affect the accuracy of the final
results. Also, the existing model fails to take into account
trends and patterns of modern energy industry

development, such as renewable energy, energy storage,
and the adoption of digital technology.

In connection with the above, the purpose of further
work is to form a new methodology for creating a model
of the fuel and energy complex to assess the level of
energy security while taking into account current trends in
energy industry development, based on the accumulated
experience in modeling the FEC.

4 Methodological aspects of the model
being developed

In the model being developed, it is planned to form a
certain territorial structure. This structure will contain the
territory of the country while distinguishing individual
autonomous republics, krais, and regions, each of which
will be a separate aggregated energy area. Cities,
neighborhood units, large enterprises, or households can
be considered as energy areas for the purposes of the
calculation of individual administrative divisions of the
Russian Federation. Each level of territorial modeling will
provide for aggregation of electric power consumers, grid
structures, as well as generating units. At the same time, if
necessary, it will be possible to present all elements in
detail, including energy storage systems and RES.

The model is planned to implement the possibility of
scaling both by time interval and by administrative
division. When scaled by time interval, the model will
perform various functions: from short-term day-ahead
planning to the analysis of future development to 2050.
Territorial scaling will enable us to consider energy
systems of different extents: from the energy system of a
city with the possibility of treating large buildings
individually to the energy system of the country.
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Fig. 1. Structure of the energy area as part of a unified model

In the model being developed, energy areas can be
represented by a multi-agent structure. As can be seen
from the diagram in Fig. 1, different energy areas can
exchange electricity, gas, coal, and oil products, as well as
data on the modes of operation of equipment and its
technical condition.

The entire model is divided into seven interconnected
subsystems: oil, gas, coal, electricity, heat, water, and cold
energy. Different energy areas may omit one or another
subsystem or its component part (source, consumer).

As can be seen from block "A" in Figure 1, all
subsystems are connected to the electric power system via
a one-way or two-way link. For example, an energy area

has a gas source and a gas-fired CHP plant. When there is
an emergency in the gas trunk line, the gas supply to the
power plant is reduced, due to this the power generation is
reduced, hence a sufficient amount of power fails to be
supplied to the compressor stations, and the gas pressure
is reduced (Fig. 2). This interdependence of the two
subsystems can lead to increased accident severity.

Block "B" outlines the electric power subsystem,
which may include electricity generation (1) - power
plants (CPP, CHPP, NPP, HPP), transmission lines (2) of
different voltages, consumers (3), power plants running on
renewable energy sources (4) with the possibility of using
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storage units (5), as well as microgeneration (6). Let us
consider them in more detail:

D All conventional power plants in the
model are divided into five types: CHPP (gas, coal),
CPP (gas, coal), HPP, and NPP. For CHPPs and CPPs,
we perform  unit-by-unit  modeling,  which
distinguishes four types of turbines: condensing,
cogeneration, cogeneration with steam extraction for
needs of production, and turbines with back-pressure.
All other sub-types of turbines are distributed among
the four above types according to Table 2.

2) The model includes only backbone and
inter-system transmission lines (with voltage generally
above 110 kV), which connect the individual energy
areas into a common energy system.

3) Consumers for each energy area can be
modeled both separately or in an aggregated way
without dividing them into individual categories. The
consumer load curve is set with respect to power.

4) Renewable energy sources are divided
into three types: solar power plants (SPPs), wind
power plants (WPPs), and small hydroelectric power
plants (SHPPs). When modeling RES, a probability
distribution is used for random values of the supply of
plants with primary energy resources, which allows us
to take into account weather and climatic conditions.

5) Energy storage systems can be installed
at various points in the grid, such as at a power plant
or at the customer's premises. All the variety of storage
types will be aggregated using four parameters: charge
rate, discharge rate, capacity, and energy conversion
losses, and will also take into account the basic
specifics of operation for different types of storage:
lithium-ion, lead-acid, pumped, power-to-gas, gravity,
etc.

(6) Microgeneration in distribution grids is
modeled in an aggregated way by type for the entire
energy area. The model considers it as a power plant
running on renewable energy sources while taking into
account its stochastic nature.

Accident in the trunk line

A

Gas supply to the power
plant decreases

Gas pressure drops

A

A

Electricity supply to
compressor stations
decreases

Power generation decreases

Fig. 2. Link between the gas and electricity subsystems

The final balance is calculated by power and by
electricity. The obtained power flows, as well as the data
on the required amount of fuel, can be used to optimize
the electric power supply in order to minimize costs and
maximize profits.

Block "C" is a set of tools employed by the model to
make projections, plans, and assessments of the level of
energy security. To form a mathematical model we will
use typical characteristics of the equipment, its nameplate

data, and summaries of its operation. Accumulated
historic data on fuel reserves, generation, consumption,
and weather and climatic conditions from previous years
will be used to plan the operation of the energy system,
which is necessary to generate big data for the most well-
thought-out forecasting (as in the "digital twin"
technology).

Table 2. Types of turbines

Turbine Explanation Nominal
type type

PTR An extraction turbine, without a | T
condenser, turbine exhaust is
combined with the lower heat
extraction chamber: it is designed to
maximize the heat extraction
capacity of the turbine.
KT The turbine is the condensing
counterpart of the corresponding
steam turbine of type T.
P Extraction turbines with steam
extraction for production needs.
PR Extraction turbines with back-
pressure and with steam extraction
for production needs.
TR Extraction turbines with back-
pressure and with steam extraction
for heating needs.
TP Modification of turbines of type T,
made of two cylinders, has
simplified regeneration  system
(lacking one high-pressure heater
and one low-pressure heater), there
is one condenser instead of two,
cooling water flow rate is reduced.
Block "D" is the output data of the model operation.
The latter serves as the basis for the planning and control
of energy system operation modes. The data include the
results of the assessment of the level of energy security.
Itis also worth noting that, due to existing trends in the
development of the fuel and energy complex, there is a
need to model the information and communication
subsystem, which includes digital systems of monitoring,
diagnostics, intelligent control, and decision support (or
predictive analysis). Thus, when modeling this subsystem,
the model becomes a cyber-physical twin of the fuel and
energy complex, which will allow one to analyze both
"bottlenecks” of equipment and cross-system links and
vulnerabilities of the information and communication
system to cyber-attacks.

K (T7)

5 Conclusions

Research into energy security is a priority task for
planning of the development of interconnected operation
of energy systems. The approach to modeling modern
energy sectors proposed in the study will enable a higher
quality of research into energy security if compared
against its current level. It will also be instrumental in
making both short-term and long-term projections of the
FEC operation and identifying bottlenecks, along with
solving other problems.
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The literature review attests to the fact that most of the
studies model a single node of the fuel and energy
complex, i.e., is an energy hub of the multi-energy system,
in order to optimize the cost of energy production. We
have analyzed the mathematical models of the fuel and
energy complex that were designed for studies of energy
security and developed at the Melentiev SEI, SB RAS. We
provide evidence that the development of models occurred
gradually and each subsequent model was an improved
version of the previous one.

Based on the analysis of existing mathematical models
of fuel and energy complexes, a methodology for their
modeling was outlined while taking into account the
trends and development patterns of the modern energy
industry. Modeling in today's environment should take
into account the following:

o nonlinear dependencies of the parameters of the
elements of energy systems, allowing for a more
accurate capturing of process flows,

e probability distributions for random variables that will
facilitate factoring in of the stochastic nature of
renewable energy sources,

o individual units of power plants, which will expand the
limits of control over heat and power generation,

e energy storage systems that allow for the control over
load curves and provide the required power
redundancy,

o digital technologies, the adoption of which will
directly affect the level of energy security of the
country.
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