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Abstract. This paper is centred around the development of a smart city 

information system. Smart cities use the framework of information and 

communications technologies to create, deploy and promote practices that 

address urban challenges and create, connect and enable sustainable 

infrastructure. This definition focuses on network deployment, transport, 

ICT investment, human and social capital to support sustainable community 

goals and quality of life by involving users of certain technologies and 

community-based applications in social participation. In this paper, we show 

that a multi-disciplinary approach is needed to address these issues, 

combining expertise from distributed systems, software and services 

engineering, network and data management and processing, crowdsourcing, 

sensor and update methods, social computing, as well as the collective 

intelligence.  
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1 Introduction 

Smart cities use a variety of software, user interfaces, communications networks and the 

Internet of Things (IoT) to provide connected solutions to the public. A smart city is a concept 

for integrating information and communications technology (ICT) with various physical 

devices connected to IoT (Internet of Things) networks in order to optimise the efficiency of 

city operations and services for connected citizens [1-3]. Smart cities use ICT to improve 

efficiency of operations, share information with the public and provide better government 

services for citizens' well-being. ICT can be used to improve the quality, performance and 

interactivity of urban services, reduce costs and resource consumption and improve 

communication between citizens and government [4, 5]. A smart city is a municipality that 

uses information and communications technology (ICT) to increase its operational efficiency, 

share information with the public and ensure a better quality of government services and 

citizens' well-being. The main objective of a smart city should be to optimise city functions, 

promote economic growth and improve the citizens’ quality of life through use of smart 

technologies and data analysis. In general, a smart city improves governance, improves the 
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economic image of the city, improves the quality of life of its citizens and contributes to the 

creation of environmentally friendly and sustainable infrastructure [6].  

The value attached to smart cities depends on whether or not they choose technology and 

how much technology they have. This leads to highlighting several common features, 

characteristics and components that can be specified from the perspective of an intelligent 

city. These include the intensive use of ICT as the next generation of information technology, 

the integration of the city's physical and social components, the use of ICT to implement 

advanced monitoring and control tools and applications to increase efficiency and quality and 

the improvement of infrastructure to support a better quality of life and sustainability. 

Moreover, there is huge potential to use big data to address many of the problems of a smart 

city by the use of analytics to improve deeper insights and better decision-making practices. 

The use of technologies based on the Internet of Things (IoT) and the integration of an online 

population into a new system will make cities as new and developing smart cities’ function 

[7, 8]. Politicians and urban planners are laying the groundwork to use technologies to meet 

residents' needs, provide greater efficiency and provide services to create a smart city. This 

requires intelligent IoT solutions to optimize infrastructure and governments to involve 

citizens in the management of services. Playing with new technologies will provide cities 

with robust solutions that benefit citizens [9, 10].  

Initiatives such as the Smart City Information Systems (SCI) brings together project 

developers, cities, research institutions, industry experts and citizens from all across Europe. 

Cities want to integrate smart systems into their industrial, infrastructural, educational and 

social activities. Why we need smart cities The main goal of a smart city is to create an urban 

environment that offers a better quality of life to its inhabitants and generates macroeconomic 

growth [11, 12]. City leaders should not only raise awareness about the benefits of smart city 

technology but also implement and promote the use of open and democratized data for their 

citizens. 

Smart city start-ups are over 1,200 companies that are developing solutions and services 

for future cities that are revolutionizing sectors such as public safety, transportation and 

utility management [13]. Several areas of cities are becoming smarter, from traffic 

management to water management, and different companies are working on different 

components. The information is linked to the urban infrastructure, citizen applications, 

Information gathering technologies, external databases and other data repositories and 

connections for communication with the information received [14]. The integration of the 

information is done as far as possible by the existing vendors of infrastructure and citizen 

applications and open data from external databases, but in other ways. Sensors, networks and 

applications gather data on energy consumption, traffic, pollution and other issues which can 

be analysed and used to correct and predict usage patterns. Sensor data from citizens and 

objects can be processed in real time using real-time systems [15]. Using this technology, 

one can detect what is happening in the city as it evolves to provide a better quality of life. 

This implies that new electronic services and technologies for smart urban development 

should emphasize the importance of user-oriented and city-specific applications in order to 

identify the appropriate channels for successful delivery of services to strengthen the 

development potential of communities [16]. The latter is crucial, as customer profiling and 

sharing with citizens of services can lead to sustainable and effective e-services that offer 

high levels of citizen satisfaction and a high deforestation potential. The design of the 

architecture should make it possible to remedy the shortcomings of the current platforms. 

Data flows, data exchange and network components in the IoT are subject to effective risk 

management, and assessing and responding to threats to smart cities is challenging due to 

technical sophistication and standard immaturity [17, 18].  

Giving high priority to strong security systems is crucial for smart cities, as these 

vulnerabilities can expose them to all kinds of catastrophic and costly events. A study by 
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Abosaq [19] looked at the privacy problems of smart cities, including authentication, access 

control, confidentiality, trust, data security policies and implementation of secure 

middleware. The study suggested that data protection can be achieved through faster I/O and 

FIDO authentication processes (FIDO Alliance 2019), device-to-network and device-to-

cloud authentication and that data protection should be seen as an integral part of Smart City 

infrastructure. 

2 Cities as a symbol of the high-level form of human society 

Karl Marx provided a model for understanding the evolution of any kind of society. He 

argued that the evolution of the society from primitive to progressive was not a result of the 

way people thought, as Comte suggested, but of power struggles between epochs among 

various social classes over control of the property [20]. Group theorists use systems theory 

to view civilization as a complex system, a framework in which groups of objects are 

analysed and work together to achieve results. Huntington defined civilization as: "a highly 

cultural group of people with a broad degree of cultural identity, people who, in short, 

distinguish people from other species" [21]. Organization of complex social systems and a 

great organization. It can be seen as a network of cities formed from pre-urban cultures and 

is defined by the economic, political, military, diplomatic, social and cultural interactions 

within those cultures.  

Civilization is a complex society characterized by urban development, social 

stratification, forms of government, and symbolic communication systems such as writing. 

Many civilizations have a large cultural sphere that encompasses many nations and regions. 

As a civilization grows, cities become larger and more distinct from rural and agricultural 

areas. Trade, conflict and exploration are all present, while civilizations grow and remain 

stable for long periods. As great empires expand in to such large regions, language, culture, 

and customs dilute the identity of the inhabitants of the empires [22, 23]. This view of 

excessive religiosity of ancient peoples contradicts the findings of comparative anthropology 

and can be seen as a trigger for understanding early civilizations. Applied to urban planning 

and cities, this view leads to an exaggerated emphasis on religious and symbolic aspects of 

urban design. There are several additional factors hampering the analysis of the high-ranking 

importance of ancient cities. There is a long tradition of overemphasizing the role of religion 

in ancient societies. Compared to the earlier era of time and comfort in which all parts of the 

population had time and comfort to engage in contemplative and reflective activities such as 

music, poetry and philosophy, this was described as the beginning of civilization and the 

development of leisure and art. The first people in the region to reach the complexity that 

historians today call civilization. They had done this around 3100 BC and developed a 

civilization in which city-states formed over the next 7 centuries [24]. Before them, several 

independent city states existed simultaneously, some of which were in fierce competition 

with each other. Technological developments in the fields of transport and communication 

mark a new epoch in the history of humanity, emphasizing the role of the city as a dominant 

element of our civilization and extending the urban way of life beyond the boundaries of a 

city [25-27].  

The dominance of cities, particularly large cities, is seen as a consequence of the 

concentration of cities around industrial, commercial, financial and administrative facilities, 

transport and communication lines activities, cultural and leisure facilities such as presses, 

radio stations, theatres, libraries, museums, concert halls, operas, hospitals, universities, 

research and publishing centres, professional associations and religious and social 

institutions. Cities and countries are regarded as two points of reference, one above the other, 

and human settlements tend to be arranged as they are now. The last element that is crucial 

for the development of civilisation is the division of people into classes [28]. In the ancient 
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civilizations, there were four great kinds of social classes. Scholars and political leaders 

constituted the most powerful social class. Several thousand other people lived in the valley, 

producing agricultural surpluses to feed the towns and municipalities, growing cattle for their 

sheep, sorghum and millet, and processing iron. They developed a unique tropical 

agricultural system that spread across the continent and became the basis of a complex society 

trading. This extraordinary story is at the heart of a thriving civilisation [29, 30]. People 

started farming because a small part of our planet was fortunate enough to have the best plants 

and animals in the world, which gave a group of people in history a unique advantage. Cities 

are growing up, mines and railways emerging, and Europeans building on the European 

model. At the same time, the most important centres of contemporary cultural industries are 

entangled in the stubborn process of globalization. We would argue that the economic basis 

of this trend lies in part in the structural characteristics of image-producing industries, 

characterized by their modularized networks and production structures and a strong tendency 

to geographical agglomeration. 

3 Smart city information system based on the IoT & cloud 
computing 

Smart homes are IoT-enabled appliances, air conditioning and heating systems, televisions, 

audio and video streaming devices and security systems that communicate to each other to 

provide the best comfort and security while reducing energy consumption [31]. The IoT is a 

network of connected devices such as cars, sensors and household devices that communicate 

and exchange data. This communication takes place via IoT-based central control units that 

use the Internet. The data collected and delivered by IoT sensors and devices is stored on 

cloud servers. Resource use and other devices play an important role in analysing, managing 

and managing the resources of an IoT smart city [32]. Connecting IoT sensors and devices 

with the use of data analytics (DA) facilitates the convergence of physical and digital urban 

elements to improve efficiency of public and private sectors, provide economic benefits and 

improve citizens’ lives. The Smart City ecosystem collects data by intelligent sensors at the 

edge can be transformed into a cloud fog for processing, managing, storing, interpreting and 

operating various IoT applications. The diverse sectors of smart cities have recently expanded 

the possibilities of smart technologies in action. Smart urban technologies have led to 

efficiency gains in urban manufacturing and agriculture, including jobs creation, energy 

efficiency, space management and fresher products for consumers [33, 34].  

IoT research is revolutionising smart city services. Proper use of resources and other 

devices plays an important role in the study, management and management of IoT resources 

in a smart city. Cities around the world are turning to this technology and advanced networks 

to help them overcome resource scarcity. With 65% of US Internet users comfortable with 

the idea of living in a smart city, the adoption of this technology in the coming years will 

continue to grow [35]. As populations and urbanization increase, many cities will turn to the 

Internet of Things (IoT) and advanced networks in the coming years to help themselves cope 

with resource scarcity. Smart cities offer solutions for rapid urbanization, exploding 

populations, scarce resources, congestion of traffic and energy management through the 

effective and integrated use of information and communication technologies. The design, 

integration and implementation of smart cities is recognised as a means to optimise limited 

resources and improve people's quality of life. We outline how smart cities offer their 

inhabitants an efficient and high-quality lifestyle and what methods they use to achieve these 

goals [36].  

Thence, it is interesting to examine the role of emerging technologies in smart city 

solutions. It examines various topics including traffic management, air quality management, 

public safety solutions, smart parking, smart lighting and smart waste collection. In line with 
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Smart Cities use cases, the proposed study introduces an Analytics Network Process (ANP) 

to evaluate Smart Cities. The Smart City energy system's aspect is crucial for the overall 

security and privacy of the infrastructure as third parties can connect to the grid to monitor 

usage patterns and predict consumer behaviour [37]. Wireless network technology focuses 

on the nature of many systems that supply and control the city with heat and light, exposing 

vulnerabilities in network security. Security, privacy and health services. The concept of 

smart cities is a key factor in the overall minimum disclosure of data and information security 

infrastructure [38]. Data protection is a key issue for smart cities and one that is linked to a 

minimal understanding of privacy by local governments and businesses when collecting and 

processing personal data. Other legal issues such as jurisdiction and governance as well as 

the handling and consent of data in smart cities will also be examined. In order to support the 

Internet of Things and cloud computing [39, 40]. 

City systems are based on these technologies. Traditional urban systems, such as those 

handed down from antiquity, are inefficient and cumbersome, because information systems 

are not shared and interconnected. It is obvious that some sectors (smart cities, smart energy, 

smart vehicles) based on IoT projects have a larger market share compared to others. It can 

be seen that the American continent contributes more to health care and smart supply chain 

projects, while the European continent contributes more to smart urban projects [41]. The 

Internet of Things (IoT) is a platform for global networking and the integration of sensors, 

actuators, RFID, Bluetooth and other digital devices. It consists of integrated components, 

services, data networks and sensors. The Internet of Things (IoT) is an important driver of 

smart cities by facilitating communication between a large number of devices. IoT 

connectivity and interoperability will help build a smart city around the world. 

4 Urban computing for intelligently improving the lives of citizen 

One can see that urban computing for intelligently improving human lives is important in 

order to create a coherent framework that includes all the approaches that are capable of 

dealing with such issues. The results generated by our framework will be useful to a variety 

of applications including urban planning, site selection, business and social 

recommendations. Specific experiments will be carried out to validate solutions and proof of 

concept, which will be repeated as often as possible with real case studies and pilot projects. 

Urban computing is an interdisciplinary area that combines information and communication 

technologies, advanced management of large amounts of data, and diverse methods of data 

analysis to propose solutions to urban problems. Urban computing helps us understand the 

nature of urban phenomena and predict the future of cities. It combines discreet and 

ubiquitous sensor technology with advanced data management and analysis models and novel 

visualization techniques to create win-win solutions to improve the urban environment, 

human life and the quality of urban operations and systems. Urban Computing combines 

urban sensors, data management and data analytics services to provide recurring processes 

for the unobtrusive and continuous improvement of people's lives, urban operations, systems 

and environments [42, 43]. Smart cities use information and communication technologies 

(ICT) to increase operational efficiency, share information with the public and ensure a better 

quality of public services for citizens' well-being. Smart cities’ main objective is to optimise 

urban functions, promote economic growth and improve the quality of life of citizens through 

the use of smart technologies and data analysis. Connected devices that communicate and 

exchange data include vehicles, household appliances and street sensors. The collected data 

by these devices is stored on cloud servers that can improve both the efficiency of the public 

and private sectors with economic benefits and improvements in citizens' lives. The data must 

be available in real time and with reliable access to ensure that it fulfils its functions and 

monitors different parts of the smart city infrastructure [44]. With regard to this, one can 
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define an intelligent city as an urban area that functions as a robust system — a system of 

economic, social, environmental and governmental activities based on sustainable practices 

driven by AI technologies that can help us achieve social well-being and other desired 

outcomes for the future of humans and non-humans. The modern city is a complex and 

pluriform ecosystem that requires thorough scientific treatment and sustained policy 

management. The city is more than a collection of places and people - places need to be 

reinvented and reinvented by the people who occupy them [45]. Some scientists see AI as an 

opportunity to drive smart cities and intelligence of cities while others see AI generating a 

whole new brand in our cities as AI applications become mainstream [46]. In the age of smart 

cities, urban areas are adapted to smart technologies, including sensors and networks. With 

the increasingly sophisticated capabilities of artificial intelligence, we see the potential for 

dramatic changes in our cities and societies. The explosion in data growth is due to a number 

of key technologies in ICT and various forms of ubiquitous computing, and these 

technologies are increasingly embedded in the fabric of modern and futuristic cities. At this 

point, much of the ICT investment is directed toward technology giants such as Google, IBM, 

Oracle, Microsoft, SAP and Cisco to develop novel computing models that improve existing 

practices for different purposes in terms of storage, processing, analysis, management, 

modelling, simulation, evaluation, big data visualization, deployment and analytical results. 

Big data analytics is a prerequisite for the realization of new applications and services that 

promise ICT vision and ubiquitous computing as determinants, enablers and powerful drivers 

of such cities. 

Many smart applications affect our lifestyles, but many applications remain outside the 

digital world. In recent years, the importance of scale analysis and hierarchical modelling on 

the hierarchical organization of complex urban systems has led to a broad interest in systemic 

urban studies. New approaches to understanding and managing urban dynamics, complex 

policy issues, functional flow networks, bilateral and multi-level interconnections, 

coordination of efforts at the sub-functional level of the urban spatial economy in 

combination with intelligent transformations from big data to intelligent data management 

represent newer concepts of collective intelligence. An intelligent city is defined as an 

intelligent environment that is embedded in ICT and aims to create interactive spaces that 

bring computation into the physical world. From the perspective of smart cities, smart space 

refers to the physical environment in which ICT sensor systems disappear when embedded 

in physical objects and environments in which we live, work and travel. Smart cities are 

communities, clusters or regions defined as multi-layered territorial innovation systems that 

bring together knowledge-intensive activities, institutions, cooperation, learning and 

innovation in digital spaces of communication and interaction to increase the city's problem-

solving capacity. Cisco today unveiled its holistic design for smart urbanization, a global 

initiative designed to help cities around the world utilize networks as the next tool to integrate 

urban management for better quality of life for citizens and economic development. 

5 Conclusions 

All in all, it is apparent that smart city information systems can track citizens, provide 

emergency services, offer preventive measures, analyse citizens’ data, use it for better 

research and practice, create sustainable development through better use of food and energy, 

manage waste and inventory management in all possible ways. The potential to improve 

various aspects of the public service system and quality of life while reducing costs is driving 

demand for smart cities. By taking a step forward, we can not only improve the way we 

interact with our general environment, but also the way cities interact with us to ensure that 

we get the best quality options while wasting fewer resources.  

E3S Web of Conferences 3 01, 05002 (2021)

REC-2021
https://doi.org/10.1051/e3sconf/202130105002

6



As population and urbanization in the coming years increase, many cities will turn to 

technology and advanced networks to help them face resource scarcity. In particular, cities 

are turning to a part of the Internet of Things (IoT), the so-called Smart City solutions. Smart 

cities use IoT devices such as connected sensors and light meters to collect and analyse data. 

Smart cities use data to improve infrastructure, public utilities, and more. Intelligent urban 

infrastructure includes various factors such as information and communication technologies, 

Internet of Things, public-private partnerships and social and human capital. The Internet of 

Things connects electronic devices other than computers and smartphones to the Internet of 

Things to efficiently monitor and manage daily activities. These are kitchen appliances, 

buildings, vehicles, health appliances, lighting, waste management, security systems and 

energy management. The beneficiaries of these devices are consumers, governments and 

private companies. Internet of Things has an enduring effect on our cities. It does not begin 

and end with urban buildings, morning commute and public parks, all equipped with the 

technology of the Internet of Things. When most of the Internet users are comfortable with 

the idea of living in a smart city, adoption of the technology will continue to increase in the 

coming years.  

Cities around the world are turning to technology and advanced networks to help them 

overcome resource scarcity. Data-driven research gives one’s business insights into the latest 

innovations, market trends and your competitors. Novel applications of IoT, from public 

health monitoring to global supply chain integration, offer huge benefits and draw attention 

to significant governance gaps around these technologies. Worldwide, urban populations are 

increasing and cities are struggling to keep pace. In addition, COVID-19 and the global 

economic crisis are forcing cities to rethink and recalibrate long-term strategic plans and 

economic development strategies. The silent force that could revolutionize the world is the 

technology that can be used to manage rapid urbanization and create smarter cities. The 

Internet of Things, created as part of the smart technology movement, enables various objects 

and entities to communicate via the Internet to each other. The creation of a network of 

objects that enable intelligent interactions is the door to a broad range of technological 

innovations that can help improve public transport, generate accurate traffic reports and 

provide real-time energy consumption data. Raconteur examines in today's infographic how 

the IoT is becoming a critical component in creating more efficient, sustainable and resilient 

cities and shows the growing impact it has on people around the world.  

The range of Smart City applications is diverse, but the similarities lie in the approach to 

implementation. The following six-step implementation model shows what steps need to be 

taken to create an efficient and scalable IoT architecture for smart cities. Just as smartphones 

bring the world to our fingertips, smart cities have state-of-the-art technology to improve 

quality of life throughout the city. Smart city applications can affect various levels of quality 

of life in the dimensions of security, convenience, health, environmental quality, social 

connectivity, civic participation, jobs and cost of living. There are many other benefits of 

smart cities and we are seeing new applications being explored. Sensors and technologies 

that provide real-time data can influence personal comfort at the micro level, sustainability, 

and clean energy at the macro level. The list of smart technologies to be integrated into cities 

in the future include smart sprinkler systems that conserve water by monitoring the optimal 

level of hydration required in urban parks and city parks, smart parking meters and prepaid 

energy management. The whole city is designed to tackle congestion and parking problems 

and make our way of life greener. Every city has a different strategy, and citizens are proving 

that cities are an important asset. The growing population creates the need to rediscover the 

way we live and create better environments that are smarter, more efficient, and more 

sustainable. Continued migration to urban areas is putting more pressure on public services 

and urban planning.  
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As a result, cities are implementing technology and data-driven solutions to reduce or 

increase the burden of population growth. Technology can lead to a wide range of 

transformative effects if cities are willing to embrace it. Building a smart economy and 

governance can improve infrastructure, increase security, reduce energy consumption and 

costs, and reduce environmental impacts. Moreover, the most obvious area where IoT is 

already being implemented to improve security in urban areas is video surveillance. This 

allows police to monitor a live feed of the entire city and rely on AI systems to detect and 

report and target crime. 
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