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Abstract. The article studies the interrelated categories of national security
and sustainable development, which are currently the object of special
attention of government institutions, civil society, political parties, territorial
communities, etc. The purpose of the study is to specify the topical issues
associated with sustainable development of the national security, building
on the international experience in this area, and to determine the locally
adaptable ways of ensuring sustainability of the national security of Ukraine.
The process of sustainable development of national security is to be more
effective when there is a clear idea of its structural and functional elements,
direct and indirect ties among them. The synergy of national security with
the implementation of the 2030 Sustainable Development Goals is able to
ensure comprehensive modernization in accordance with today's
requirements and strengthen the level of welfare and security of citizens. The
integrated level of national security of Ukraine correlates with the goals of
sustainable development. The country’s stability and its resistance to
national security threats is a necessary condition for implementing a
purposeful sustainable development strategy for 2030. Successful
implementation of sustainability tasks for Ukraine is possible provided there
exist unity and capacity of state power and society.

1 Introduction

The development of Ukraine as a democratic, independent and sovereign state is primarily
concerned with ensuring its national security. Modern challenges have led to the beginning
of a radical transformation of the world economic and social order. Multi-vector geopolitical
influences on Ukraine in the face of ineffective guarantees of its national security, critical
external dependence of the national economy cause the country’s vulnerability, weaken its
role as an entity on the international arena and push it to the periphery of world politics, the
so-called grey security zone.

At the same time, internal challenges to national security remain complicated. Russia's
aggressive actions to deplete the Ukrainian economy and undermine socio-political stability
with the ultimate goal of destroying Ukrainian statehood, inefficiency of the national security
system, corruption and imperfection of the public administration system, costly economic
model and depletion of state financial resources, lower living standards, distortions of
democratic procedures, which artificially hinder the processes of personnel renewal in state
bodies, cause weakness, and sometimes inability of the authorities to perform their functions,
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especially in protecting human and civil rights and freedoms, and result in the growing public
distrust to the government.

Sustainability is understood as a management approach focusing on the systematic and
reasonable use of available resources and operating socially responsibly. Transformation of
the national security doctrine, strategic planning, decision making, and institutional
behaviours according to a sustainability-based approach causes them all to mutually ally in
supporting sustainability.

The purpose of this study is to specify the topical issues associated with sustainable
development of the national security, building on the international expertise in this area, and
to determine the locally adaptable ways of ensuring sustainability of the national security of
Ukraine.

2 Literature Review

For quite a time, the issues of sustainability of national security and its main components
have been in the limelight of the research in the works by scholars of various fields of
knowledge: economists and political students, experts in power engineering and lawyers,
military and public administration specialists. They unanimously determined a clear
connection between security and sustainability implying that these are two different and
inseparable concepts that affect each other.

It was the 1987 Brundtland Report [1] that is believed to spur the application of
sustainability to state security. Having emphasised the significance of sustainable
development to regional security, this document outlined the risks of spontaneous chaotic
development. The 1994 Human Development Report [2], issued by the UN Development
Program, gave the definition of the state security in terms of human security, launching the
research of human security contribution to ensuring the state stability. The need to analyse
the dependence of state security on human security and environmental sustainability acted as
a spur to analysing the national security in view of sustainable development, its challenges
and their causes. This idea was further developed in the works by Smith [3], Kirshner [4],
Blackburn [5], and others.

The sustainability concept has been explored at the strategic, operational and tactical
levels of national security, and the importance of focusing international and national priorities
on identifying and preserving the resource base necessary to maintain security and mitigate
threats has been highlighted [6]. Hartman [7] studies the evolution of the US Army
sustainability program, and the impact of sustainability on national security strategic
objectives. Butts and Bankus consider sustainability as a “valuable lens for viewing the
national security landscape of the United States” and “a foundation for developing U.S.
national security policy” [8], providing the opportunity to regard the national security at two
levels: (a) at the national level, when sustainability informs national security policy to sustain
the country’s economy and defence capabilities; and (b) at the regional level, when it also
informs the application of the national security elements to international security
objectives [8,9].

According to Khagram [10], the term “sustainable security” was introduced to emphasise
the significance of consolidating state, human, and environmental security and refer to the
underlying causes of insecurity. Various aspects of national security were researched in view
of managing their sustainability given the interrelation between the environment and the
economy remains the core of the nation-state sustainable development [11]. Environmental
dimension of national security was extensively dealt with by S. Wasserman Goodman [12],
Allenby [13] and others. Energy security as a component of the country’s national security
was evaluated by DZwigot et al. [14], Polozova et al [15]. Proceeding from the fact that fourth
industrial revolution is blurring the borders between the physical, digital, and biological



E3S Web of Conferences 307, 09001 (2021) https://doi.org/10.1051/e3sconf/202130709001
DSDM —2021

spheres, Lutterbeck [16] emphasised the convergence of internal and external security in
western Europe, while Limba et al. [17] argued that this phenomenon disrupts the established
patterns and opens new paths to development, challenging the holistic approach to national
security issues, hybrid threats, economic crises, social inequalities, and labour migration
being among the main ones.

The domestic researchers also studied sustainable development in the context of various
aspects of national security. In particular, studies in this direction were carried out by V.
Antonov [18], O. Dzioban et al. [19], V. Lipkan [20], O. Potekhin [21], G. Sytnyk [22], S.
Tabachnikov [23], Y. Kharazishvili [24, 25], Sukhodolia [26, 27] and others. Transparent
cognitive technologies were considered in view of ensuring sustainable society development
[28]. Dalevska et al. worked out a model for estimating social and economic indicators of
sustainable development [29]. Shapoval et al. [30] reviewed standards of state policies in
terms of the national security of the European Union countries to conclude that the successful
provision of national security strategy and approach depends on the sustainability and
strength of their national economies. The authors maintained that in conditions of throat-
cutting global competition and world economic divergence the country should have a
sustainable economy in order to successfully defend its national interests. This leads to the
necessity for the nation-state not only to elaborate a national security concept, grounded on
the global state-of-the-art experience, but, primarily, to update its home and foreign policies
with a view to protecting all national security actors.

3 Methodology

The ideas and conceptual approaches of the mentioned publications contributed to
developing a systematic understanding of the interaction and interrelation of the priorities of
this study. There was substantiated and applied the semantic filter the "national security of
Ukraine" and "sustainable development" to analyse their causal chains. The critical analysis
of the official documents, laws and decrees adopted and sober reflection on the current
measures taken in Ukraine to ensure sustainability of the national security informed this
research. In view of the focus on managing sustainability of national security, the subject of
the study is the state-of-the-art developments in this area globally and the interaction of
national security of Ukraine with its current ways and prospective aspirations to implement
sustainable development goals.

4 Results

From the first days of Ukraine's existence as an independent state, the Declaration on the
State Sovereignty of Ukraine clearly defines the vital interests of this country, which reflect
the fundamental values and aspirations of the Ukrainian people, their needs in decent living
conditions, and civilized ways of creating them. In particular, it is about creating a civil
society, improving the efficiency of state authorities and local self-government, developing
democratic institutions to ensure human rights and freedoms, achieving national harmony,
political and social stability, guaranteeing the rights of the Ukrainian nation and national
minorities, ensuring state sovereignty, territorial integrity and inviolability of borders,
creation of self-sufficient socially oriented market economy, provision of ecologically and
technologically safe living conditions of society [31].

Practice shows that sustainable development and security are two sides of the process of
society life. The inseparability of the functions of development and security is explained, first
of all, by the unity of all processes of human activity, the division of which into separate
spheres, branches, directions is conditional to facilitate cognition of the reality, but has no
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direct relation to it. Development involves increasing the capabilities and resources of man,
society and the state in various spheres of life. It is provided by legal, political, economic,
and other means that do not violate the mechanisms of functioning and reproduction of life
developed by mankind. The secondary nature of security does not diminish its role and
significance in the objective reality. In other words, without security, all human activity is
pointless. The concept of "security" as a complex multifaceted social phenomenon has a
specific historical character and is closely related to all forms and directions of interaction in
the system "nature - man - society". The content of various interactions among the elements
of this system is of greatest significance. They reflect the processes of influence of different
objects on each other, their mutual conditionality, change of state, as well as the generation
of one object by another. Interaction determines the development of all objects of the
surrounding reality. It is the interaction of opposites that is the source, basis and ultimate
cause of origin, self-movement and development. The category of "interaction" is important
in the process of cognition of natural and social phenomena, the basis of a systematic
approach to cognition of the world and social practice in all spheres of life, including security.
Security of human existence, or personal and property security is the protection of people
from negative influences of various kinds that can harm their body and property.
Environmental safety is the protection of man and the environment from the negative effects
of natural and man-made nature. It is provided by the study and knowledge of natural
phenomena and preventive measures in case of natural disasters of various kinds. These types
of security relate to a human being as a biological entity and reflect the necessity to protect
the inherent nature of their physiological needs, especially the need for self-preservation. It
is these types of security from the very beginning of man and civilization that have been and
still are in the spotlight, and many even fully identify with the general category of "security".
Ensuring these types of security is an area of theoretical and practical activities of a number
of sciences and special institutions of society and the state.

National security or security of the nation implies the protectability of the vital interests
of the individual, society and the state in various spheres of life from internal and external
threats, which ensures the sustainable development of the country. In this case, security
means the ability of an object or system (nature, man, society, state, etc.) to preserve its
qualitative certainty and the ability to perform its functions under the influence of negative
factors. National security is a complex multifaceted concept and includes the following types
of security: political, economic, military, state, information, scientific and technological,
economic, epidemic, financial, fire, food, security of cultural development of the nation.
Objects of national security include: national interests, national values, structural elements of
the national security system, their properties and relations that are protected from threats.

Consequently, there are three levels of basic security: (a) a man, his rights and freedoms;
(b) the society, its spiritual and material values; (c) the state, its sovereignty, constitutional
order, territorial integrity and inviolability of borders. The subjects of national security should
own properties that ensure the protection of security objects.

The main subject of national security is the state, which, according to the Constitution of
Ukraine, ensures the security of every person and citizen, their life, health, honour, dignity,
personal integrity on the territory of Ukraine and abroad. The state performs its functions in
the field of national security through the legislative, executive and judicial authorities, non-
governmental organizations and citizens. Ensuring the security of the individual, society and
the state is based on separating powers of the main actors of the national security system. The
Ukrainian people - citizens of Ukraine of all nationalities - in elections, referendums, as well
as through public authorities and local governments express and implement their vision of
the national interests of Ukraine, ways to protect them, draw the attention of public and state
institutions to dangerous phenomena and processes in various spheres of life. The Verkhovna
Rada of Ukraine, within its powers defined by the Constitution of Ukraine, carries out
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legislative regulation and control over the activities of public authorities and officials in
exercising their respective powers in the field of national security. The President of Ukraine,
as the head of state, the guarantor of state sovereignty, territorial integrity of Ukraine and the
Supreme Commander-in-Chief of the Armed Forces of Ukraine and the Chairman of the
National Security and Defence Council of Ukraine provide top leadership in national security
and defence. The National Security and Defence Council of Ukraine is the coordinating body
for national security and defence under the President of Ukraine, coordinates and controls
the activities of public authorities in the field of national security and defence. The Cabinet
of Ministers of Ukraine, as the highest executive body, takes measures to ensure the rights
and freedoms of man and citizen, defence, national security, public order and the fight against
crime. An important role is assigned to ministries and other central executive bodies, which,
within their powers, available budgetary and extrabudgetary funding, ensure the enforcement
of the laws of Ukraine, decrees of the President of Ukraine and other legal acts. In the field
of national security, they provide for establishing, supporting and engaging the forces and
means of national security, as well as managing their activities.

The Constitutional Court of Ukraine decides on the conformity of laws and other legal
acts in the field of national security and gives their official interpretation. Courts of general
jurisdiction administer justice in the field of national security of Ukraine, and the Prosecutor's
Office of Ukraine exercises its powers in the field of national security. The National Bank of
Ukraine develops and implements issuance and credit policy in the interests of Ukraine's
national security. An important role in the implementing national security belongs to the
military organizations of the state, which include: the Armed Forces of Ukraine, the National
Police, the Security Service of Ukraine; National Guard; border troops, military units of the
Ministry of Emergencies of Ukraine, which within their powers ensure the defence of
Ukraine, protection of its sovereignty, territorial integrity and inviolability of its borders,
counteract external and internal threats of a military nature, fight organized crime, combat
organized crime catastrophes, natural disasters, dangerous social conflicts and other
cataclysms that may occur [32]. In essence, all components of Ukraine’s national security are
to be organically linked to sustainable development.

In September 2015, the UN Summit on Sustainable Development was held in New York.
The final document of the Summit "Transforming our world: the agenda for sustainable
development until 2030" approved 17 sustainable development goals, all of which, directly
or indirectly, are related to national security [33].

Ukraine as a UN member state has joined the global process of ensuring sustainable
development. During 2016-2017, a large-scale and comprehensive process of adapting the
Sustainable Development Goals to the Ukrainian context continued. Each global goal was
revised, taking into account the specificity of national development. This work resulted in 86
specified tasks of national sustainable development. National targets, indicators for
monitoring the implementation of tasks and targets to be achieved by 2030 are reflected in
the National Report “Sustainable Development Goals: Ukraine”. The established national set
of tasks and indicators of the Sustainable Development Goals provides a solid basis for
further comprehensive monitoring. In total, 17 goals and 86 national tasks are incorporated
in 145 regulations of the Government. 1052 tasks and 3465 measures enshrined in these acts
are aimed at implementing goals and objectives. On September 30, 2019, the President of
Ukraine issued a Decree "On the Sustainable Development Goals of Ukraine until 2030",
which supported the achievement of global sustainable development goals and the results of
their adaptation to the specificity of Ukraine's development set out in the National Report
“Sustainable Development Goals: Ukraine” [34].

At the present stage of development, the Ukrainian state has faced threats and challenges
that need to be addressed immediately, the most pressing of which is Russian military
aggression; temporary occupation of the territory of the Autonomous Republic of Crimea and
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the city of Sevastopol and parts of Donetsk and Luhansk regions, destabilization of the
situation in the Baltic-Black Sea-Caspian region; concentrating military groups near the
borders of Ukraine and in the temporarily occupied territory of the country; information and
psychological warfare, humiliation of the Ukrainian language and culture, falsification of the
Ukrainian history, formation of an alternative reality by the Russian mass media that distorts
the information picture of the world. In this context, the priority strategic tasks of Ukraine's
national security policy are to restore the country's territorial integrity and a set of democratic
institutions throughout its territory, consolidate the Ukrainian political nation, form a national
identity, unite all citizens of Ukraine and all its regions, and reintegration of the temporarily
occupied territories after their liberation. Since 2020, the spread of coronavirus disease
(COVID-19) has been added to these challenges and has exacerbated and opened up systemic
problems in the field of health, biosafety, social protection, and the state’s lack of readiness
to act in emergencies.

Until recently, national security was understood exclusively as the preservation of the
sovereignty and territorial integrity of the nation-state, ensuring its viability in the face of the
armed force threat by other actors in international relations. In fact, national security must be
seen in a much broader context, organically linked to sustainable development. National
security characterizes the organization, functioning and development of society, providing
the necessary conditions and opportunities to preserve its integrity and quality, protection
and realization of national interests, timely neutralization and prevention of dangers and
threats to these interests for the population. The essence of national security is manifested,
first, in the constant increase of various resources and opportunities of society, their rational
use for pursuing national interests, sustainable and progressive development of the country;
secondly, in the functioning of an effective system of public law counteraction to dangers
and threats to national interests, and, thirdly, in the dynamics of the national security system,
its ability to timely identify and neutralize threats to national interests.

The Law of Ukraine "On National Security of Ukraine" defines the legal category
"national security of Ukraine" as the immunity of state sovereignty, territorial integrity,
democratic constitutional order and other national interests of Ukraine to real and potential
threats. The concept 'threat' is understood as phenomena, trends and factors that make, or
might make, it impossible or difficult to pursue the national interests and preserve the national
values of Ukraine. In this law, the term "state security" is used as the immunity of state
sovereignty, territorial integrity and democratic constitutional order and other vital national
interests to real and potential threats of a non-military nature [35]. In addition to the Law "On
National Security of Ukraine", the basic legal acts that reveal the issues of ensuring the
national security of Ukraine are the National Security Strategy of Ukraine [36], the Military
Doctrine of Ukraine [37], the Strategic Defence Bulletin of Ukraine [38].

It should be emphasized that the security of the individual is one of the conditions of
security of society and the state, based on the principle of priority of man, his rights and
freedoms over other constitutional values in the triad of national security objects (individual,
society, state), as it is the guarantee of sustaining the country's interests that is of strategic
nature for the national security of the state. The security of society characterizes the
protectability of the interests of the individual involved in the relevant social processes. All
this correlates with the goals of sustainable development.

The UN has developed a classification of public safety, which defines its basic levels,
including: economic, provision, social, political, environmental, personal security, health.
State security characterizes the level of the state's protection from internal and external threats
through using a set of political, economic, social, military, informational and legal measures
that serve to ensure the sustainable development of society. Based on implementing the
provisions of the National Security Strategy of Ukraine, there is an urgent need to formulate
effective measures to build a modern system of resource provision of national security of
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Ukraine, taking into account the experience of leading countries and national characteristics.
It is national stability that is the key element of total defence. As a rule, allowing for certain
national approaches to organizing and constructing total defence, five interrelated
components are considered: military defence, civil defence, civil readiness, economic
defence, and psychological defence. This approach is partly reflected in the National Security
Strategy of Ukraine, namely in the part that Ukraine will introduce a national system of
resilience, which implied the readiness of society and the state to repel aggression, resilience
of critical infrastructure, cyber resilience and so on. Protection of the sovereignty and
territorial integrity of Ukraine is the most important function of the state and the concern of
the entire Ukrainian people, which is the basis of a comprehensive approach to the defence
of Ukraine in the face of an existential military threat. The concept of total (comprehensive)
defence is built on the principles of patriotism, a common national idea, historically
determined values of the people. Undoubtedly, this approach to building a sustainable
security model of the state certainly deserves to be implemented taking into account national
specific features in the modern realities of Ukraine's counteraction to armed aggression by
the Russian Federation [36].

National security of Ukraine is ensured by conducting a balanced state policy in
accordance with duly adopted doctrines, concepts, strategies and programs in the political,
economic, social, military, environmental, scientific and technological, information and other
spheres. The choice of specific means and ways to ensure the national security of Ukraine is
conditioned by the need to take timely measures adequate to the nature and scale of threats
to national interests. Approaching the set goals of national security is possible only through
the consistent implementation of the constitutionally enshrined course for Ukraine's Euro-
Atlantic and European aspirations. It is this course that is able to provide the necessary
transition to an intensive and qualitatively new way of organizing security and development
of the country. The solution to this problem should be based on new technologies for
elaborating protective managing effects using the principles of intelligent management.

Ensuring national security is today central to the strategically significant challenges for
the sustainable development of the country. It reflects the complexity of the transformation
process in Ukraine, being both a condition and a goal of reforming the state. It is a necessary
condition because deep transformations require concentration of all forces and means on
solving creative tasks. Their distraction to neutralize or fend off threats significantly
complicates, and sometimes makes it impossible to successfully move along the chosen path.

The experience of ensuring national security proves that this provision cannot be a one-
time act. On the contrary, it is a continuous process of developing security systems,
improving methods, ways and mechanisms of monitoring, identifying potential dangers and
threats, developing and implementing effective counteraction to the whole range of existing
and projected threats. Security can be ensured only with the integrated application of the
entire arsenal of available forces and means. The greatest effect is achieved when all the
forces, means and methods used are combined into a single, coherent mechanism. Security
system alone cannot provide the necessary level of the country’s security without proper
training and provision of the necessary forces and means, without participation of the relevant
authorities and the necessary legal, organizational and technical measures. An important role
in creating an effective security system is played by the timely development and
implementation of qualitatively new conceptual and regulatory legal documents in the field
of national security.

The state of security in the Ukrainian society is characterized by breaking basic social
ties: family, economic, informational, cultural, spiritual, interethnic and others. Under the
influence of a number of negative factors in Ukraine there is a critical decline in resilience to
national security challenges. Analysis of this country’s security situation shows that while
maintaining existing trends, the danger to the existence and development of Ukraine as a
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welfare state capable of ensuring a dignified life and free human development in accordance
with the Constitution increases.

According to the resource the Global Economy.com that provides business and economic
data for 200 countries of the world, in 2013 security threats index of Ukraine (0 (low) - 10
(high)) accounted for 4.40, ranking the country 14th in Europe and 131st in the world. In
2020 this country’s security threats index increased to 7.00 placing it the 3rd and 48th
respectively (See Fig. 1).
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Fig. 1. Dynamics of security threats index of Ukraine, 2013-2020, (0 (low) - 10 (high)) [39].

According to the Control Risks, a specialist risk consultancy, in 2021, Ukraine is forecast
as a country with the high political and security risk, with extremal risks on its eastern
territories (See Fig. 2).
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Fig. 2. Riskmap 2021 (a fragment). The forecast of political and security risk for Europe [40].

These data emphasize the urgency of the national security issues for the country and the
topicality of sustainable management in this domain. As an integral characteristic of the state
system, as the national security system includes a number of subsystems — the most
important, interconnected structural components of security, reflecting the functioning of
certain areas of the state: investment, innovation, social, energy and environmental. This list
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can be supplemented or clarified both by components and by indicators. In turn, national
security is achieved by such a level of development and such an immunity condition of the
country and its citizens, which fully meets the needs of the state and creates terms for
innovative and sustainable development. For synergy with implementing the country's
Sustainable Development Goals 2030, the creation of an effective system of national security
of Ukraine, the modernization of its policy in accordance with today's requirements is a
necessity for the future well-being of citizens. The problem of improving the mechanism for
ensuring the assessment of national security on the basis of timely detection and prediction
of threats to the national security system by monitoring the internal and external environment,
geo-political and geo-economic challenges remains extremely acute.

5 Discussion

Managing sustainability of national security is a special type of activity aimed at
streamlining, coordinating the collective actions of people to achieve a common goal using
available resources systematically and reasonably and operating socially responsibly. The
objective needs for the emergence and development of managing sustainable development in
the security sector are due to societal needs.

The goals of managing security sustainability are differentiated depending on the levels
of its implementation. Thus, the purpose of managing sustainability of the entire national
security system is to ensure the effective functioning and development of all relevant
structures operating in the field of security, solving common security tasks by creating and
organizing special enterprises, public organizations that manage various areas. At the
individual level, the goal of managing security sustainability is to ensure the safety of each
person.

In managing security sustainability, both the managing subsystem (subject of
management) and the managed subsystem (object of management) are mostly represented by
people - individuals or those united in different communities, who represent certain social
relations. Given an internal unity between the subject and the object of national security
sustainability management, it should be noted that the subject of management always deals
with the changing object and tries to keep up with it in its development. Yet, they are not
always compatible as the managing subsystem may lag too far behind in its development
from the managed one. Such situation has been lately observed due to threats and dangers
increasingly emerging in the information domain, and entities managing national security
sustainability do not have sufficient knowledge and resources to ensure the appropriate level
of information security.

In most cases, managerial relations are governed by the rules of law that regulate the
competence of the subject of management, its organizational structure. As a result, they
acquire the character of legal relations, which personify the legal rights and obligations of
the parties. However, managerial activity is closely related to the elements of creativity,
which are not fully amenable to fixation and regulation. In addition, other social norms and
rules of an organizational nature also take part in the regulation of managerial relations. Thus,
consideration of the essence and content of managing sustainable development of national
security allows defining it as an objectively necessary type of activity, consisting of conscious
and purposeful influence of management entities on various objects in order to ensure the
sustainability of their security in accordance with objective patterns of development.

Given the problems of forming and establishing a common national identity for all ethnic,
cultural, religious, linguistic, etc. groups of the population in Ukraine, special attention
should be paid to strengthening the authority of the state as a tool for exercising and
protecting the rights and freedoms of citizens. In this context, the focus should be on:
restoring trust in the state as a set of institutions designed to guarantee the protection of the
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rights and freedoms of Ukrainian citizens; carrying out constitutional reform, the purpose of
which will be to balance the powers of all branches of government. This will make it possible
to minimize intergovernmental conflicts, which now give severe blows to the authority of the
state; to improve the effectiveness of the fight against corruption; to develop and implement
a strategic priority to achieve national unity and consolidation of society by overcoming both
objective and artificial contradictions of socio-cultural, religious, ethnic, linguistic,
interregional and regional nature, to launch programs with a clearly defined set of measures
and circle of performers, to promote the consolidation of Ukrainian society; changing the
emphasis of Ukraine's security policy from the dominance of its political, economic and
military component towards the systematic consideration of problems in humanitarian area;
to create a strategy for the humanitarian development of the state, which would define a clear
vector of public policy in the humanitarian sphere in general and in its security sector.

The sustainable system of national security should form a set of interconnected and
mutually conditioned subjects of national security (state officials, public authorities and local
governments, state institutions and establishments, forces and means of the security sector,
civil society institutions, individual citizens) and mechanisms (institutional, organizational,
legal and others), which ensure their coordinated activities on the basis of current legislation.
The main purpose of managing sustainability of national security is to transform national
security policy into purposeful coordinated activities of public authorities, local
governments, components of the security sector (measures of political, legal, military and
other nature), aimed at realizing national interests (including detection, forecasting,
prevention and neutralization of threats to the security of the individual (citizen), society and
the state. Achieving this goal involves a number of tasks, including: development
(refinement) of concepts, doctrines, strategies, other guidelines, including scientifically
sound proposals and recommendations for sustainability in creating national security policy,
its preparation and support in readiness to be used in accordance with the regular purpose
and coordination of the forces and means of the security sector, as well as its personnel,
logistical, financial and other support; localization, de-escalation and settlement of conflicts
in various spheres of life, as well as the elimination of their consequences; implementation
of measures together with international organizations to ensure the sustainable development
of the international and national security; comprehensive monitoring of factors that affect
national security, including the identification, forecasting and assessment of threats and
opportunities in the context of pursuing national interests; control over the implementation
of measures to ensure national security, evaluation of the effectiveness of actions and costs
of these measures. These tasks primarily involve the development and implementation of a
sustainable system of measures aimed at protecting national interests.

At the same time, it should be noted that the focus primarily on protecting these interests
forms a policy of national security, the essence of which is expectations and survival. Such a
policy is hopeless as it gives initiative and, therefore, benefits to the party that is seen as a
likely source of threats. Therefore, given that Ukrainian legislators understand the national
interests’ immunity not only as protection but also as ensuring sustainable development of
society, it is also important for the subject of the national security system to take persistent
efforts to create more favourable conditions for pursuing these interests.

The principles of such a system’s construction and operation are determined by the
approaches to ensuring national security, which are defined by law. They comprise, inter alia:
compliance with the balance of vital interests of man, social group, society and the state and
ensuring their mutual responsibility for addressing issues of national security; ensuring the
rule of law, as well as the priority of negotiated (peaceful) means in resolving conflicts of
social, interethnic, interfaith nature at the national and international levels; respect for the
sovereignty of other states and non-interference in their internal affairs; ensuring the
adequacy of measures to protect national interests against existing threats; active involvement
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of civil society institutions and the media in the process of developing and implementing
national security policy; and support at the appropriate level of research and training in the
field of national security.

Public administration in the field of national security is a specific type and inseparable
component of overall public administration, which covers the social, economic, humanitarian
and political spheres of public and state life and which consists in the purposeful activities of
national security actors, which, within current legal framework and using the available
capabilities of the state (diplomatic, military, economic, intellectual, information and others),
develop and implement authoritative, regulatory, coordinating, controlling and regulatory
public administration influencing national security facilities. Meeting the needs of security
at the individual, social, national, international levels involves the application of a system-
synergetic approach to take into account a number of factors that affect the sustainable
development of the social system, including:

e a steady-growing role of environmental factors and economic component which
requires an appropriate level of international cooperation and further knowledge and
consideration in the development of strategies for the sustainable development of
evolutionary laws of nature and society and, accordingly, the choice of development
strategy that achieves harmony of environmental, social, economic, political relations;

o the need to simultaneously take into account the cultural and historical features of
national development and the components and characteristics of international
security;

e contradictory changes in universal, national, group, personal interests and value
orientations, and hence the unpredictability and uncertainty of socio-political
transformations, as the change of any subsystem of the social organism often causes
spontaneous change of many of its subsystems;

e economic globalization and the development of information technologies, which lead
to the proliferation of virtual interest groups and reduce the ability of states to manage
effectively, which is increasingly under pressure from a mass culture, often hostile to
national achievements.

The public administration component of national security has its own specific features,
according to which its functions are objectively "present" in every sphere of public and state
life. Like any social and legal entity, the system of public administration in the field of
ensuring sustainability of the national security of Ukraine has its own purpose (proper
development and functional activity of the object of influence), a number of principles and
functions, the subjects' composition. At the same time, the system solves problems due to its
inherent institutional methods and means, i.e., uses certain organizational, legal and
functional mechanisms. Also, this system handles foreign policy threats to national security,
national interests, values and needs (objects), state and non-state actors to ensure the domestic
and foreign policy of our state.

In accordance with the priorities of domestic and foreign policy to ensure the national
security of Ukraine and its purpose, there can be determined the general functions of public
administration in the field of ensuring national security of Ukraine under conditions of
instability:

e strategic forecasting in the context of new threats to national security of Ukraine;

e strategic planning to ensure sustainability of national security in the domestic and

foreign policy spheres;

e organization of public administration to implement sustainability in the field of
domestic and foreign policy.

Given the functions entrusted to public administration to ensure sustainability of national

security, the system of public management should be directed to the following priorities:
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e to ensure the integrity of Ukraine's foreign policy in the context of forming the
national security of this country in the international community;

e to protect the sovereignty, territorial integrity and inviolability of the state border;

e to pursue the strategic course of accessing the EU as the highest priority of the state
policy of Ukraine;

e to neutralize global challenges and threats in the field of national security of Ukraine;

e to ensure the political and diplomatic influence of Ukraine in the framework of
international security;

e to intensify Ukraine's participation in the global collective security;

e to create a positive image of this country on the world stage;

e to implement international regulations to ensure sustainability of national security;

e to carry out unified coordination and interaction among public administration bodies,

e to promote political, economic, scientific, humanitarian, social, cultural and other
national interests globally;

e to create an effective mechanism of assisting citizens of Ukraine abroad;

e to increase the export potential of Ukraine, providing Ukrainian producers and
exporters with the opportunity to capture new markets, attract foreign investment in
the state economy.

These measures are to be implemented through forming a single National Security
Strategy of Ukraine, the main purpose of which should be the desire to protect the national
interests of the state on the global arena.

Such approach to national stability implies that it is grounded on improving crisis
management in the field of protecting the population and critical objects of the state from
various threats and dangers (especially natural, man-made, biological, terrorist or military),
as well as continuity of implementing critical functions of the state (in particular, governance,
energy, water and food supply, transport and communications, primary health care, the ability
to cope with mass displacement or significant human losses, etc.).

The existing recommendations of NATO and EU countries on sustainable development
are aimed primarily at strengthening crisis management, which involves all civilian, military,
public and private institutions, a clear division of responsibilities and proper coordination
before, during and after the crisis in peacetime and wartime. There are many vulnerabilities
in Ukraine due to insufficient consolidation of society, inefficiency of public administration,
incomplete reform of the security and defence sector and decentralization processes, systemic
shortcomings of the national economy, etc.

Ukraine's efforts towards sustainable development should be aimed at improving crisis
management, community resilience, economic stability, and social stability. Permanent
mechanisms of interaction between state and local authorities, non-governmental
organizations, private business and international partners on ensuring national sustainability
(at the national and regional levels) should be established, and permanent bilateral channels
of state communication with the population should function.

In this context, it is important to conduct periodic interdepartmental exercises and
trainings with the participation of the population and other activities in order to raise
awareness and preparedness to respond to a wide range of threats, create the necessary
reserves and develop capabilities in various fields, legal support of relevant processes,
including: legislative regulation of strategic planning issues in the country taking into account
the principles of sustainable development, national security and sustainability.
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6 Conclusion

Summing up, sustainable development and national security are interrelated and
interdependent categories. The integrated level of national security of Ukraine correlates with
the goals of sustainable development. The country's resilience and its resistance to threats to
national security are a necessary condition for implementing a focused development strategy
2030. Analysis of the causes and indicators of crises and weaknesses of national security
should help mobilize resources and political will at the national level to form effective
policies to create a stable system. Less than ten years remain before the 2030 UN Sustainable
Development Agenda expires, and Ukraine must do its best to go its own way as effectively
as possible. Successful solution of tasks fateful for Ukraine is possible under the condition
of unity and capacity of state power and society. The dynamics and scale of change in the
modern world dictate the urgent need for the country to develop a unified system of
knowledge about sustainable development of national security and the feasible ways to
ensure it in the short and long run.

It can be concluded that studying the state-administrative component of national security
is crucial for modern sustainable development of the statehood, because the state cannot exist
without proper sustainability. The historical emergence of national security problems is
synchronized with the way sustainable development takes place.

Ensuring national stability is one of the priority areas of Ukraine's national security policy
at the present stage. This is due to the need to ensure the readiness of the state and society to
respond to a wide range of threats of various origins, as well as the continuity of major
processes in the state. Ukraine has a significant potential for resilience, as evidenced by its
experience in countering Russian aggression. However, systemic mechanisms to ensure
sustainability of the country's development have not yet been established. Their introduction
will simultaneously strengthen and develop Ukraine's national security system. Based on the
complex security environment of Ukraine and the specific features of sustainable
development of the state and society, ensuring national stability should include a
comprehensive approach to countering a wide range of threats, effective cooperation of
government agencies (security and defence sector and others), communities, business and the
population. response to threats and overcoming their consequences, as well as coordination
of such activities, high level of citizens' and officials' awareness of the nature and urgency of
threats/dangers, as well as the procedure in case of their occurrence, high readiness of the
state and society to respond to any threats and the ability to resist, the continuity of the main
processes in the state (government, the provision of critical services to society, business
processes, etc.), reliable and permanent bilateral channels of communication between the
state and the population. All this contributes to creating the necessary capabilities and forms
the ability of society and the state to quickly adapt to changes in the security environment
and maintain sustainable functioning, in particular by minimizing external vulnerabilities,
and quickly recover from the crisis to the desired balance.
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