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Countering threats to quality of life
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Abstract. The article considers the use of quality management methods
for the safety of industrial, transport and municipal facilities in the face of
modern challenges: international strategic instability, hybrid war and the
coronavirus pandemic.

1 Introduction

The National Security Strategy of the Russian Federation, as one of the priority areas for
the development of our state, notes "improving the quality of life of citizens by ensuring ...
the availability of social, engineering and transport infrastructure ... protecting the
population and territories from natural and man-made emergencies ... updating the fleet of
technological equipment and production technologies at potentially hazardous facilities and
public life support facilities, developing a system for monitoring and predicting emergency
situations ... developing a system for taking preventive measures to reduce the risk of
emergencies and taking preventive measures ... "[1]. This requires the introduction of new
methods of system analysis and counteraction to risks and threats. Threats are of a natural,
man-made and sociogenic nature, and according to the degree of probability of committing,
they are divided into potential, immediate and direct. Currently, regulatory documents
regulate the process of protecting an object from the most probable destructive impact of 20
factors of various nature. These factors can be divided into 5 groups: natural and man-made
factors, acts of unlawful interference, human factor, safety culture. An act of unlawful
interference (AIA) is an unlawful action (inaction), including a terrorist act, threatening the
safe operation of an object, causing harm to human life and health, material damage, or
creating a threat of such consequences, implemented by external or internal violators.
Internal violators are the disloyal 6% of employees who are accomplices and direct
participants in the AIA or contribute to its implementation by their inaction. The goals of
the ANV, carried out to determine vulnerability, are objects of industry, transport, and
urban infrastructure [2]. The strategy and tactics of the ANV are being improved, they are
disguised as natural and man-made factors. The transport complex is the most protected,
but even there new threats are possible [3]. Conducting operations to destabilize the
situation is characterized as a "hybrid war". It has become a reality and is being conducted
not from the borders of the state, but in cities, at strategically and critically important
facilities. Hybrid warfare is a set of ANV, including terrorist attacks carried out by external
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and internal violators, implementing various types of threats, scenarios, technologies,
engineering and technical means. Often this is a process of unauthorized activity in the
facility's infrastructure, remotely controlled via the Internet in real time. ANV in the form
of threats are more effective in obtaining the greatest publicity in order to escalate tension
[4]. The moment of transition to active operations remains hidden, which makes it difficult
to warn of the outbreak of war in a timely manner.

Therefore, in the context of a hybrid war, the basis for ensuring security is the
management of resilience [5], the ability of the system to purposefully maintain the
functions, structure, control, and smooth out short-term impacts of AEs, including terrorist
attacks, recover after them, and adapt through modernization to the consequences of
emergencies. The main characteristic of the stability of the system is the time it takes to
reach the limit state, the increase of which helps to reduce the risk of developing
emergencies. Resilience is determined by an integrated understanding of the situation
emerging as a result of the NIA, the vulnerabilities of the system (identified as a result of
the vulnerability assessment), the available adaptation resources of the system and its
environment. Resilience management focuses on resilience optimization, on risk-informed
management of vulnerabilities and available adaptive capabilities, which are determined by
the constraints and properties of the system's physical infrastructure. "Resilience
Management" does not replace, but expands "risk management" with a more detailed and
complete account of organizational, economic realities and subsystem vulnerabilities [6].

Security, like security and resilience, is a qualitative, not a quantitative category.
Therefore, it is necessary to apply the quality management apparatus to the management of
the security level, operating with quality categories [7]. When developing the concept of
safety quality management, the provisions of Total Quality Management [8] should be
used, which are an organization philosophy based on the pursuit of quality and management
practices leading to total quality. Accordingly, the quality of security is the essence of the
object. Therefore, its safety is not a function of a separate system, but the ability of the
object as a whole to work stably under normal conditions and under conditions of various
types of destructive influences [9]. Safety quality management is a fundamentally new
approach to managing an object, aimed at compliance with the normative level of its safety
(safety quality of the object), based on the participation of all the personnel of the object
and the use of special engineering and technical systems, hardware and software systems,
aimed at achieving success through satisfaction of regulatory requirements and benefits for
the employees of the facility and for society as a whole [10]. In conditions of a real threat, it
is especially important to improve measures to ensure the safety of facilities. At the same
time, the concept of mobilization is changing, which becomes a set of measures to
concentrate and bring the available forces, resources and means into an active state due to
emergency circumstances in the country (hybrid war) or in the world (coronovirus
pandemic, trade war, economic crisis, countering Islamic non-governmental and terrorist
organizations).

2 Model and method

To solve these problems, quality management is used in the development of complex
engineering, technical and organizational measures. Safety quality management is an
operational activity carried out by the management and personnel of the facility to ensure
the regulatory level of safety quality by performing planning and control, information
services, developing and implementing measures, making decisions on the quality of their
execution. Safety quality control is understood as a system of measures that solves the
problem of object safety quality, the cost of its implementation and maintenance, taking
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into account requirements and capabilities. The safety quality of an object is not considered
at the final stage, but at each stage of its creation and operation [11].

The choice of safety quality management methods and the search for their effective
combination has a direct impact on the mobilization of the human factor. In practice,
security is implemented with the help of security systems, the stages of development of
which are presented in Table. 1.

Table 1. Stages of development of security systems.

Stages of development of security systems Functions performed
Autonomous security systems A set of technical solutions and tools
Integrated (complex) security systems Centralized data processing
PSIM security information management systems - Incident Definition Mechanism
hardware and software systems that integrate Incident Response Scenario Management
unrelated applications and security devices to Real-time alert and reporting
manage them through a single user interface Managing an object or a group of objects

The concept of quality in this case applies not only to the final product (security
equipment) or service, but also to every process, task, activity and decision taken on the site.
General requirement: quality must be internal and exist in everything that is done on its
territory. At the same time, in order to prevent and localize the consequences of UA, it is
proposed to use as a basis the “Swiss cheese” model of James Reason (Fig. 1), which is
used in the field of risk management, which describes errors leading to disaster and is
designed to assess risks and understand why Emergency.

Some holes due
to active failures

Hazards

Other holes due to
latent conditions

Fig. 1. Swiss cheese model by James Reason.

Each hole in a slice is a separate mistake in creating a security system. There are many
such “holes” in any security system at every level, they are located in different places and
have different degrees of potential destructiveness. However, the next slice level, in which
there is no problem in the same place, protects the entire security system from disaster.
Problems begin when there is an error at different levels of the security system in the same
area - that is, when the "hole" goes deep, through all the slices along the trajectory of a
possible incident. The next layer (element of the security system), which should have
worked as a protective barrier, has the same weak point as the next one, and thus, failure in
the case of ANV becomes more and more likely [12]. An assessment of the vulnerability of
an object, during which such “holes” are discovered, shows that not all mistakes are made
due to inattention or inaction (assisting the intruder) and sometimes it is more correct to
blame the system than people. The basis of Reason's concept is the allocation of:
management problems, insufficient control, prerequisites for unsafe actions and unsafe
actions themselves. Management problems are management decisions that lead to disaster.
Insufficient level of object security is the lack of systematic control. The prerequisites for
unsafe actions and the unsafe actions themselves are the result of a low safety culture of
personnel. Reason's model recognizes that there are many conditions that generate errors or
violations that affect the individual or collective performance of personnel and members of
the security forces. The Reason model allows you to identify barriers to ensuring a
regulatory level of safety and act as shown in Figure 2.
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Fig. 2. ANV counter model.

mMEeasure measure

Ensuring the quality of safety is the locomotive that moves the other subsystems of the
facility, makes them raise the level of their quality. Given the definition and function of the
important safety elements and their associated activities and tasks, the relationship between
safety and quality in the operation of an entity becomes apparent. If the quality of important
safety elements is questionable due to poor design, the probability of an accident during an
emergency shutdown is higher, which jeopardizes the human life of the facility personnel
and local residents, the integrity of assets. This means that risk mitigation measures have
been in vain. The management of subjects and objects focuses on safety, not realizing its
relationship with quality (Fig. 3), and quality refers to everything that the subject and object
does or does not do. The question arises: what should come first in order to ensure the
safety of an object - quality or safety? The answer is simple. Without the inclusion of work
on the formation and implementation of quality management in everything that is done on
the territory of the facility and, first of all, safety quality, the processes will not be safe for
the facility personnel and local residents, the integrity of equipment and systems will be
questionable, and the processes will be unstable [13].

Asset Operator

Laws
\\ and regulations
Satisfies equirements
/ Restrict
Effective o .
management rI;;T;LU-;;E—’:

system

N and safe assets
Managed as

Achieved
through

High-quality and controlled processes for the
development of assets, equipment and materials,
construction and commissioning.

Fig. 3. Relationship between quality and facility safety management systems.

An analysis of the implementation of regulatory safety requirements shows that, first of
all, security systems created with the help of safety quality management should be equipped
with objects of those industries and transport that have a regulatory framework - where
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activities are tightly controlled by government agencies. The regulatory framework for
solving security problems has been formed most fully in accordance with the Federal Law-
16 dated February 9, 2007 "On transport security", Federal Law-256 dated July 21, 2011
"On the safety of fuel and energy facilities", RP RF N 2446-r dated December 03, 2014 "
On approval of the Concept for the construction and development of the AIC "Safe City",
RF GD No. 272 dated March 25, 2015 "On approval of the requirements for anti-terrorist
protection of places of mass stay of people and objects (territories) subject to mandatory
protection by the police, and the forms of safety passports for such places and objects
(territories)". The most effective security systems will be implemented at those facilities
that are controlled by these regulatory documents, and even better, several of them[14].
Clusters that unite objects of all directions are objects integrating various types of transport,
fuel and energy complex, urban transport interchange hubs.The mass construction of the
same type of objects allows you to create a line of security systems based on yu on a
modular principle with a limited type, to create a program for their creation, optimized at all
stages of the life cycle, taking into account the basic provisions of safety quality
management and significantly reduce the cost. Such security systems take into account
departmental requirements for zoning, allocation of critical elements, information security
and cybersecurity [15].

3 Research and results

An analysis of the overall quality factors makes it possible to formulate the basic principles
of facility safety quality management, and a systematic approach to determine effective
feedback from the facility management for the formation of strategic plans and safety
quality plans integrated into them. The introduction of procedures to improve the quality of
safety requires a fundamental change in the safety culture, especially for critical elements
of facilities, on which the regular functioning of the entire facility depends. Improving the
efficiency of the implementation of security systems is achieved by creating a methodology
for the synthesis of multi-level security systems, taking into account quality indicators [16].
The main stages of work are shown in Fig. 4.

To ensure the safety of high-risk objects, artificial intelligence is used to manage data
exchange, a mechanism for scenario response to events and situation management, which
makes it possible to create a system consisting of intelligent subsystems (agents) that solve
parts of a common task. Such a multi-agent system is a distributed solution system that
organizes the effective interaction of agents and the distribution of tasks based on their
capabilities, which leads to resonant, synergistic effects [17]. The work is based on machine
learning in expert systems using parallel computing technologies, open distributed
processing, security and mobility of agents, network computer programming technologies.
The integration of a multi-agent system provides new features and a high level of
counteraction to the components of a hybrid war. Thus, the use of safety quality
management methods and the methodology of Total Quality Management to optimize the
level of safety allows you to get a synergistic effect. This work is carried out systematically,
taking into account the contribution of a particular type of security to integrated security,
taking into account the overall synergistic effect [18].

In parallel with the development of security systems, training of personnel to maintain
these systems, expert groups for preparing scenarios and developing solutions, and training
of security forces should be carried out. With such an integrated approach, it is possible to
effectively ensure security, but it determines a clear delineation of the functions and powers
of the subjects, and the development of methods of public-private partnership (PPP) in the
field of security [19]. PPP acts as a powerful factor in strengthening the counteraction
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against anti-nuclear activity and terrorism in the face of the emergence of new types of
threats [20].

Development of a methodology for determining the production and economic level of
security systems (taking into account the security of solutions in terms of cost and

:> manufacturability of their creation, reliability), which allows predicting the dynamics of
security systems development and forming requirements for them

Development of a methodology for optimizing the structure and parameters of security
systems to develop solutions for creating multi-level and multifunctional security systems
by coordinating economic and technical quality indicators at all stages of the life cycle

Development of a methodology for structural and parametric synthesis to optimize options
for interblock integration of security systems and reduce production costs

Quality management

of security systems

Development of a set of models and methods for calculation, analysis and optimization of
cost and design parameters and quality indicators of security systems for the formation of
algorithms for automated solution of synthesis problems and optimization of their
structure

objects

Development of algorithms for the synthesis of security systems using methods of discrete
programmung, ranking of defining fixed and controlled parameters. heuristic directed
search of options and interactive mode of information processing, providing solutions to
problems of structural and parametric optimization of security svstems

Development of principles for building software for the synthesis of advanced security
systems, taking into account the optimization of their structure, increasing economic
efficiency, technical level, quality of development and production

v &L & {

Fig. 4. Quality management of facility security systems.

4 Conclusion

The creation of security systems based on security quality management should be carried
out in conjunction with the use of best practices, best available technologies (BAT), energy-
saving technologies. These works should be carried out with the support of insurance
companies directly interested in the effectiveness of the protection of the insurance object.
In this case, the facility's security system can be turned from a planned unprofitable system
into a cost-effective system. Purposeful operational formation of security quality control,
increasing the level of security culture allow us to effectively solve the pressing security
problems facing our state in a crisis, sanctions and hybrid war.
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