
 

Research Trends on Smart Connected Products in The Industry 
4.0: A Systematic Literatur Review 

Fakhrina Fahma1*, Wahyudi Sutopo1, Eko Pujiyanto1, and Muhammad Nizam2 

1Department of Industrial Engineering, Faculty of Engineering Sebelas Maret University Surakarta, Indonesia 
2Department of Electrical Engineering, Faculty of Engineering Sebelas Maret University Surakarta, Indonesia 

Abstract. The Industry 4.0 concept is a new manufacturing approach that integrates smart factories, smart 

machines, smart systems, smart production, and smart processes into a unified network. Through applying 

CPS (Cyber-Physical Systems) technology, Industry 4.0 combines the physical and virtual worlds to 

increase company productivity and efficiency. This paper aims to explore research trends related to smart 

(connected) products in the Industry 4.0 era and find studies that can be developed in the future using a 

systematic literature review (SLR). The results of the SLR show that from 57 papers, it was found that 

product engineering and CPS technology were the aspects of the study that were mainly carried out. New 

research potentials that can be developed in the future have been identified in product engineering, smart 

factory, and standardization studies. Future research on SCP can be applied to the case of electric 

motorcycles swappable battery (EMSB).

1 Introduction 

The concept of Industry 4.0 has become the focus of 

attention from both academics and organizations. This 

paradigm represents a new manufacturing approach by 

integrating smart factories, smart machines, smart 

systems, smart production, and smart processes in a 

unified network. Through the application of CPS 

(Cyber-Physical Systems) technology, Industry 4.0 

brings together the physical and virtual worlds to 

achieve increased company productivity and efficiency. 

It is hoped that various technological advances that will 

occur in the future will make an important contribution 

to industrial development and improve company 

performance [1].   

The Industry 4.0 implementation framework model, 

according to [2], was developed by the Industry 4.0 

working group, which the German Ministry of 

Education and Technology Research established in 

2013. According to the recommendations, three factors 

need to be considered for Industry 4.0 to successfully 

transition technology: (1) Endto-end engineering of the 

complete value chain, (2) Horizontal integration through 

the value chain. (3) Vertical integration and network 

working of manufacturing or service systems. To 

achieve this integration, it is also necessary to take into 

account eight key areas, including (1) standardization, 

(2) complex system modeling, (3) communication 

network infrastructure, (4) safety and security 

assurance, (5) organizational design and employment, 

(6) human resource training, and (7) legal framework 

indeed and (8). resources efficiency. From these eight 

key areas, 14 aspects of the study on Industry 4.0 can be 

identified. These aspects are presented in Table 1. 

 
* Corresponding author: fakhrinafahma@staff.uns.ac.id  

Table 1. Study aspects of industry 4.0 

No  Aspects  Description  

1  Standardization  These are all activities related 

to efforts to prepare standards 

or references in the 

implementation of Industry 4.0  

2  modeling  The process of representing 

complex integral systems to 

obtain solutions to real 

problems.  

3  Communication 

network  

Includes hardware or software 

technology available to 

exchange information and data 

quickly, accurately, and in real-

time.  

4  Safety and 

Security  

Everything here is about data 

system security and how 

humans use technology.  

5  Human  

Resources  

All Efforts to prepare Human 

resources in the transformation 

to Industry 4.0  

6  Legal  Efforts related to the 

preparation of legal frameworks 

and foundations in the 

implementation of Industry 4.0  

7.  CPS Technology  Developing and implementing 

critical technologies in Industry 

4.0 (CPS, IoT, virtualization, 

cloud computing, etc.)  

8.  Resource 

Efficiency  

Represents all efforts in 

resource efficiency (e.g., 

energy, costs, etc.) in the 

implementation of Industry 4.0  
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9.  Smart Factory  These are all efforts to develop 

automated, intelligent, modular, 

and adaptive manufacturing 

systems or production 

processes.  

10.  Business  Development of business model 

transformation as a result of the 

application of Industry 4.0  

11.  Work Design  These are all development and 

research efforts related to 

changes in work systems that 

workers will face due to the 

implementation of Industry 4.0.  

12.  Service  Development and utilization of 

applications and processing of 

big data  

13.  Management and 

organization  

Development of management 

and organizational models in the 

implementation of Industry 4.0  

14.  End to end  

Product  

Engineering  

All the efforts in engineering 

products and services are 

digitized during the product 

cycle.  

 Products have revolutionized due to information 

technology's emergence, which continues to grow fast. 

Initially, the technology was only part of the mechanical 

and electrical systems of the product. However, effects 

have evolved into complex systems that combine 

hardware, software, sensors, data storage, 

microprocessors, and networks in various ways. These 

products are now referred to as “smart and connected 

products” or Smart (Connected) Products (SCP)[3]. 

 SCP is referred to by a variety of names, including 

Smart Objects [4], Intelligent Product [5], and Smart 

Product [6]. They've both been used interchangeably 

and synonymously. The definition of a smart product, 

according to the "Smart Products Consortium," is "an 

autonomous object designed for self-regulated 

embedding into different environments throughout its 

life cycle and which enables natural productto-human 

interaction." By utilizing sensing capabilities, input, and 

output from the environment, smart devices can 

proactively interact with consumers so that they can 

learn to control themselves according to circumstance 

and context. Various smart items that develop over time 

can share and distribute knowledge and related 

functionality. According to [7], the six design 

specification features of context awareness, 

embeddedness, personalization, connectivity, service 

bundling, and systemic design significantly impact the 

capabilities of smart products.  

 This paper explores the study of smart (connected) 

products in the industrial era 4.0 through a systematic 

literature review. There are three research questions 

(RQ) that have been formulated in this study, namely: 

(1). What are the critical characteristics of smart 

(connected) products?; (2). What are the research trends 

and challenges regarding smart connected products in 

the Industry 4.0 era?; (3). What is the future research 

agenda regarding smart (connected) products?   

 

2 Methodology  

The five systematic steps of the literature review by 

Denyer and Tranfield[8] include (A.) research question 

formulation, (B.) study locating, (C.) study selection and 

evaluation, (D.) analysis and synthesis, and (E.) 

reporting and using results, are modified in this paper's 

methodology. These five steps are shown in Fig.1.  

 

Fig. 1. Systematic literature review methodology 

2.1 Research question (RQ) formulation  

Two RQs will have been formulated in this study: (1). 

What are the critical characteristics of smart (connected) 

products?; (2). What are the research trends, challenges 

and opportunities regarding smart (connected) products 

in the Industry 4.0 era?; and (3). What is the future 

research agenda regarding smart (connected) products? 

2.2 Locating studies 

At this stage, the object of study is decided by choosing 

keywords to respond to the RQ. The keywords used in 

this paper are: "smart connected product" and its 

synonyms ("smart product," "intelligent product", 

"digitized product,” "industry 4.0," and its synonyms 

("fourth industrial revolution,” "Industrie 4.0"). The 

process of inputting keywords on search engines uses 

Boolean logic: AND, OR, ("__") for a more accurate 

search. So the keywords used in this study are: "smart 

connected product" OR "smart product" OR "intelligent 

product” OR “digitized product” AND "Industry 4.0" 

OR "industrie 4.0" OR "fourth industrial revolution.” 

SCOPUS is the search engine used to look for early 

literature. The following five requirements must be 

fulfilled by all papers submitted: The documents must 

(1) be in the fields of engineering, computer science, 

business management, and accounting; (2) contain at 

least one of the two search terms in the title, abstract, or 

keywords; (3) have been published in journals and 

conference proceedings; (4) be final articles; and (5) be 

written in English. In addition, a snowball search was 

done on Google Scholar because there weren't many 

papers available there. 

2.3 Study selection and evaluation 

Each publication is objectively reviewed and rated using 

the standards listed in Table 2 to ensure the literature 

acquired is pertinent to this issue. The table identifies 
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the five requirements. The CR and PR categories 

include papers that can be reviewed and studied further. 

Table 2. Criteria for selecting papers for review 

Criteria  Sub 

Criteria  

Description  

Included  

Closely  

Related 

(CR)  

Specifically and formally in the 

realm of research on SCPs  or 

SPs in the Industry 4.0 era.  

Partially  

Related 

(PR)  

The focus is related to one of 

the studies, namely SCP or SP  

Not 

Included  

Without 

FullText 

(WF)  

The full text cannot be 

accessed/obtained  

Non-

Academic 

(NA)  

Not academic papers such as 

company  

profiles, bulletin materials, etc  

Not Related 

(NR)  

The paper does not focus on 

smart products or is only part of 

a noun phrase or systematic 

literature review.  

2.4 Analysis and synthesis 

Based on the selection and evaluation process at the 

previous stage, 71 papers were collected at the initial 

step. Figure 2 shows the number of documents included 

or excluded according to the criteria listed in Table 2. 

Finally, 54 papers were entered, and a final review was 

completed. A paper review is carried out by looking at 

(1) the number of publications and their trends; (2) the 

most productive publishers/journals; (3) Terms, 

definitions, and specifications for smart (connected) 

products in every literature reviewed; (4) The research 

method used; (5) The topic/theme of study on smart 

products in the industrial era 4.0. Reviews regarding 

smart (connected) product specifications refer to [7], 

while reviews related to research methods are carried 

out using Kothari (2004) references (presented in Table 

3. Data processing uses MS Excel and VosViewer 

Software. 

2.5 Reporting and using results 

In sub-chapter 3 (Result), the review paper’s results are 

displayed in Fig. 3, Fig. 4, Fig. 5, and Table 4, Tabel 5, 

and Table 6. 

 

Fig. 2. Flowchart od the data collection and selection process 

Table 3. Classification of research methodology approac 

No.  Research 

Methodology  

Description  

1  Descriptive  Research that aims to present 

findings based on facts and 

information.  

2  Conceptual  Research-oriented to generate 

concepts and ideas.  

3  Applied/Case 

study  

Research that aims to provide 

solutions to real industrial 

problems or cases raised.  

4  Empirical  Research is conducted to prove 

the hypothesis based on data 

collection obtained through 

observation or experiment.  

5  Simulation  The research was conducted to 

prove the hypothesis through an 

accurate system simulation, which 

is the object of study.  

3 Result 

3.1 Research publications per year 

According to a literature review, research on smart 

products began in 2008; however, publications are only 

sometimes readily available yearly. Every year since 

2013, there have been extensive publications. There 

were only a few publications between 2013 and 2015, 

with an average of one paper published yearly. With the 

initial release of three papers in 2016, the trend toward 

more publications started. In 2020, 20 papers were 

published, which is the most. Figure 3 shows the overall 

trend of the annual number of publications. 

 

Fig. 3. Number of publications per year 

      Based on the data collected, it is known that the 

Procedia Manufacture journal is the most productive 

journal publishing research on smart connected products 

in the industrial era in the period 2016 -2022 (five 

papers). They were followed by sustainability journals 

and Technology Forecasting Social Change (four pieces 

each). Figure 4. Present the top 15 journals that publish 

research on smart (connected) products in the industry 

4.0 era. 
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Fig. 4. The most popular journals in research publications 

3.2 Smart (Connected) product terminology 

There are 54 papers; only 13 (24%) provide specific 

definitions, while 41 (76%) do not. There are four terms 

related to smart products used by the author, namely: 

smart product (seven papers), intelligent product (one 

paper), digitized connected product (one paper), and 

smart connected product (four papers). Based on this 

definition, intelligent and smart products have the same 

terminology as the digitized, connected product, which 

is a synonym for a smart connected product—then 

classified based on the design specifications stated in the 

paper. The results are presented in Table 4 and Table 5. 

Table 4. Result of a review of design specifications on smart 

product 

Spesification 

of Design  

Paper that uses the terminology of smart 

products  

[1]  [2]  [3]  [4]  [5]  [6]  [7]  [8]  

Context-

Awareness  

x  x  x  x  x  x  x  x  

Personalization    x    x        x  

Connectivity  x  x  x  x  x  x  x    

Embeddedness  x  x  x  x    x  x  x  

Service 

Bundling  

          x  x    

System Design          x  x  x    

Total  3  4  3  4  3  5  5  3  

 

Table 5. Results of a review of design specifications on 

smart (connected) products 

Spesification of 

Design  

Paper that uses the terminology of 

smart (connected) products  

[9]  [10]  [11]  [12]  [13]  

Context-

Awareness  

x  x  x  x  x  

Personalization  x  x  x  x  x  

Connectivity  x  x  x  x  x  

Embeddedness  x  x  x  x  x  

Service 

Bundling  

x  x  x  x  x  

System Design  x  x  x  x  x  

Total  6  6  6  6  6  

3.3 Aspects of the study 

A review of the research themes in this study is 

associated with the Industry 4.0 framework model. 

There are 14 aspects in Industry 4.0, but only nine parts 

related to smart (connected) products were found in the 

literature review: CPS technology, end-to-end product 

engineering, smart factory, certification, modeling, 

safety and security, service, management and 

organization, and business. Details are presented in 

Table 6. 

Table 6. Paper classification based on study aspects 

No  Study Aspects  Total (%)  Author  

1.  CPS Technology  12  

(22,2%)  

[14];[15]; [16] ; 

[17] ; [18] ; [19] 

; [20] ; [21] ; [8] 

; [22] ; [9] ; [10]  

2.  End to end Product 

Engineering  

17  

(31,5%)  

[23]; [24] ; [1] 

;[2] ; [25] ; [26] 

; [27] ; [28] ; 

[29] ; [30] ; [4] 

; [31] ; [32] ;[6] 

; [33] ; [34] ; 

[35]  

3.  Smart factory/smart 

manufacturing  

5 (9,3%)  [36] ; [37] ; [38] 

; [3] ; [39]  

4.  Modelling       6 

(11,1%)  

[40] ; [41] 

;[42]; [43] 

;[44];[45]  

5.  Standardization  1 (1,9%)  [46]  

6.  Service  5 (9,3%)  [47] ; [48] ; 

[49] ; [50] ; 

[51]  

7.  Business  4 (7,4%)  [13] ; [12] ; [11] 

; [7]  

8.  Safety and Security  1 (1,9%)  [52]  

9.  Management and 

Organization  

3 (5,6%)  [53] ; [5] ; [7]  

      While the review results are in terms of the research 

method approach, it is known that the conceptual 

approach is the most widely used research method (31 

papers or 57%). The empirical method (12 articles or 

22%), the applied method (seven articles or 13%), and 

the ranking at the bottom are descriptive and simulation 

methods, respectively (two papers or 4%). The complete 

distribution of the amount of research based on the 

research method used is presented in Fig. 5. 

 

Fig. 5. Distribution of research based on the research method 

used 
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3.4 Vosviewer output: Co-occurrence of author 
keywords 

The author's keyword served as the basis for the 

analysis. In this study, a total of 54 publications were 

discovered, and after merging many keywords with the 

same meaning (e.g., smart product = smart products, 

etc.), 178 keywords were obtained. Next, the threshold 

for the number of occurrences of keywords is two. Fig.6 

shows the visualization findings, while Table 7 contains 

information on the number of events and link strength. 

 

Fig. 6. Visualization of vosviewer output based on the Co-

occurrence of author keywords 

Table 7. Numer of occurrence and link strength on the top 

five keywords 

No. Keyword Occurrence 
Total Link 

Strength 

1. Industry 4.0 28 28 

2. Smart Product 17 19 

3. Internet of Think 8 16 

4. 
Cyber-physical 

System 
6 9 

5. Capabilities 2 7 

3.5 Vosviewer output results: Co-authorship of 
author 

This study revealed 187 authors after doing an analysis 

based on co-authorship. Additionally, one paper is the 

minimum requirement for each author's number of 

documents. Fig. 7 displays the visualization findings, 

and Table 8 shows the number of documents and their 

link strength. 

 

Fig. 7. Vosviewer output visualization based on co-authorship 

of author 

 

Table 8. The number of documents and their link strength on 

top five author 

No.  Author  Documents  Total Link 

strength  

1.  Matzner, martin  2  8  

2.  Xu, xun  2  8  

3.  Aheleroff, shohin  1  6  

4.  Aristizabal, 

mauriero  

1  6  

5.  Bab-hadiushar  1  6  

4 Discussion 

The research question (RQ) that was posed at the 

beginning will be attempted to be answered in this sub-

chapter. 

4.1 RQ1: What are the critical characteristics of 
smart (connected) products ? 

It is possible to distinguish between the characteristics 

of SP and SCP based on their design specification. Table 

4 and Table 5 reveal that SCP features more design 

specification features. Six criteria: context awareness, 

embeddedness, connectivity, personalization, service 

bundling, and systemic design must be present in an 

SCP. In addition, the primary criterion in both products 

(SCP and SP) is context awareness. 

First, the Context-Awareness specification can be 

seen as an "Intelligence" product related to context 

awareness, emphasizing information gathering using 

sensor technologies, according to [36]. Furthermore, 

personalization requirements are associated with 

product user demands adaptation (product adaptation 

from the user's perspective). In the opinion of [17], 

personalization is symbolized by control. Users can 

modify the technology to suit their demands thanks to 

software built inside the product. The product's capacity 

for interaction with consumers, systems, and other 

products is then described in the connection 

specification. Connectivity has two functions: it 

facilitates information exchange between a product and 

its surroundings and adds to the device’s functionality. 

Specifications for embeddedness include embedded 

information technology (i.e., sensors, hardware, 

software, microprocessors, etc.) in "Classic" Products. 

Mechatronic components in traditional products provide 

the product's core features, whereas IT components 

might offer logical processing. Next, service bundling 

requirements include products and value-added services 

to optimize results [3].  

The product's capacity for interaction with 

consumers, systems, and other products is then 

described in the connection specification. Connectivity 

has two functions: it facilitates information exchange 

between a product and its surroundings and adds to the 

device’s functionality. Specifications for embeddedness 

include embedded information technology in "Classic" 

Products. Mechatronic components in traditional 

products provide the product's core features, whereas IT 

components might offer logical processing. Next, to 

maximize outcomes, service bundling requirements 
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must also encompass products and value-added services 

[3].  

The systemic design definition indicates that the 

ecosystem for smart products is a network of 

interconnected nodes. Individuals and businesses 

collaborate inside these networks to bundle goods and 

services to add value. The system may contain other 

subsystems to form a "system of systems." 

4.2 RQ2: What are the research trend and 
challenges regarding smart connected 
products in industry 4.0 ? 

According to Fig. 3, more studies have been published, 

but the trend could be more robust (forecast of a linear 

increase with a gradient of 0.95), i.e., only one paper is 

published yearly. Regarding the study (Table 6), product 

engineering and CPS technology research are in the lead 

(54%). This outcome is consistent with what Vosviewer 

produced. As observed in Fig.6 and Table 7, industry 4.0 

(28 occurrences), which is denoted by the circle and the 

most significant font size, is followed in frequency by 

the keywords smart product (17 occurrences), IoT (8 

occurrences), CPS (6 occurrences), etc. Analysis using 

Vosviewer helps to show the position of the research and 

its relation to other studies with the same theme. Fig.6 

and Table 7 show a research link (based on keywords) 

between industry 4.0 – smart product – IoT-CPS 

(ordered by strength from strongest to weakest), led by 

the thickness of the line that connects keywords. In the 

54 paper documents reviewed, the keywords "industry 

4.0" and "smart product" have the most occurrences. It 

shows that the research theme with the keyword 

"industry 4.0" is often associated with the research 

theme with the keyword "smart product.” 

Furthermore, the keyword "smart product" has a 

strong association with the keywords "Industry 4.0", 

"IoT," and "CPS," but the relationship is weaker when 

associated with the keyword "smart factory.” The search 

results (Table 6) show that paper related to smart 

factories is only 9.3%, much less than paper related to 

CPS technology. Papers related to smart factories 

include smart line balancing [42], Smart Product 

Planning Control/PPC [41], and optimization 

manufacturing systems [6]. Based on these results, the 

study aspect of the smart factory is still open to 

development, for example, real-time quality control, etc.  

In terms of the potential for a renewal of research on 

smart products, there is no connecting line between the 

keyword "smart product" and the keyword "smart 

product service system" and the keyword "smart product 

design" in the Vosviewer output (Fig.6). According to 

[17], SCP allows companies to shift business models 

from selling products to services. It has implications for 

product design. When the product is a service, the 

responsibility and maintenance costs are in the hands of 

the manufacturer, so it is necessary to make changes to 

several design parameters, especially when customers 

have to share products; for example, bicycle rental 

services need a design that considers anti-theft, 

punctureresistant tires, etc. In addition, it must also be 

able to capture usage data accurately so that charging 

fees to customers becomes transparent and measurable. 

It requires considering the type and placement of 

sensors, what data to collect, and how often to analyze 

it.  

From the perspective of the author network (in Fig. 

7 and Table 8), it can be seen that there is no prominent 

or dominant author. Two authors (Matzner and Xu Xun) 

have slightly more published documents (2 papers), 

while the others only have one manuscript. It is 

indicated by the circle and font size, which are almost 

identical. In addition, the network of authors also has a 

small and nearly the same link strength so that it appears 

scattered and independent.  

The minor study aspect is research related to 

standardization and safety security (2%). Research 

opportunities in these two aspects are still very open to 

be carried out. Standardization and safety security 

studies are not visible in the Vosviewer visualization 

because they are below the two-keyword threshold. 

After all, there is only one research related to this study.  

Finally, regarding research methods, the conceptual 

approach is dominant (57%) (Fig.5). The successful 

implementation of Industry 4.0 requires a system not 

only at the conceptual level. Applied or case study-

based research methods and more empirical methods are 

needed to be carried out in the future. 

4.3 RQ 3: What is the future research agenda 
regarding smart (connected) products ? 

The study of SCP in the digital supply chain era is still 

fascinating. Supply chain management (SCM) covers 

the flow of raw materials, work-in-process inventory, 

finished goods, and services from the point of origin to 

the end of consumption or user [57]. The entities in the 

supply chain that ultimately deliver goods and services 

to consumers include suppliers, manufacturers, 

intermediaries, retailers, and service providers. 

Planning, executing, and managing operations is 

necessary for supply chain management. To increase 

competitiveness, these tasks must be completed 

effectively and efficiently. A successful supply chain 

depends on managing these flows. Effective supply 

chain management includes managing supply chain 

assets and products, information, and cash flow, which 

is expected to increase the total supply chain surplus. As 

a result, in the digital supply chain era, supply chain 

activities must be guided by design agility in the supply 

chain and developing collaboration to improve demand. 

Integration (vertical and horizontal) is necessary for 

collaboration to enable unrestricted information sharing 

and component interaction between different 

manufacturers (interoperability). The challenge of 

product interoperability is becoming increasingly 

complex due to the complicated characteristics of SCP. 

For future research, relevant objects in SCP can use 

actual cases, for example, the Electric Motorcycle 

Swappable Battery (EMSB) problem. The swap battery 

(SB) is an example of a real SCP [58]. Currently, electric 

motorcycles in circulation have different SB 

specifications so that vehicle owners can only exchange 

them at stations that match the brand of their respective 

motorbikes. This is an obstacle downstream because 

producers as providers of EMSB technology require a 

 

 
ICIMECE 2023

https://doi.org/10.1051/e3sconf/202346502007E3S Web of Conferences  465, 02007 (2023) 

6



sizable investment in SB and Battery Swapp Charging 

Stations (BSCS). In addition, the problem from the 

consumer side is the uncertainty of coverage when using 

EMSB. The EMSB business model may need to be 

revamped due to this problem, and it also has an impact 

on delaying the adoption of electric motorbikes in 

Indonesia. This requires supply chain engineering at an 

early stage that supports the “interchangeability and 

cross-brand interoperability” of the SB and BSCS 

systems. Some studies that can be explored from the 

case study include :  

• How to develop interoperability 

standards/requirements on SCP with complex 

characteristics?  

• How is the implementation of interoperability 

standards for product quality control with SCP 

characteristics?  

• How to develop a model for estimating the economic 

impact of implementing interoperability standards for 

companies ? 

5 Conclusion 

• Six design specifications: context awareness, 

personalization, connectivity, embeddedness, 

service bundling, and systemic design—must be 

met by the features of a smart connected product. 

 

• Research trends on smart connected products in the 

Industry 4.0 era are dominated by studies on 

aspects of product engineering and CPS 

technology (57%), and reflections on 

standardization and safety security (2%) are rarely 

carried out. New research potentials that can be 

developed in the future have been identified in 

product engineering, smart factory, and 

standardization studies. 

 

• Future research on SCP can be applied to the case 

of electric motorcycles swappable battery 

(EMSB). 
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