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Abstract. The paper focuses on the effectiveness of legislation regulating
the security of storage, processing, and transfer of personal data. As the main
thesis, we assume that it is necessary to give a legal definition of the concept
of personal data to build specific legal norms of a protective nature. We
describe, examine, and evaluate the provisions of international regulatory
legal acts that define the concept mentioned above and correlate with
Russian legislation provisions. We thoroughly consider the opinions of
scientists on the issue with the justification of our assessments and
judgments. The results of the study can be considered recommendations on
understanding the definition of personal data, as well as proposals for their
protection and development of the system of legal regulation of personal
data turnover in various jurisdictions.
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1 Introduction

In the context of forming a digital society [1], a significant amount of data about an individual
is placed in networks [2-7]. This pattern is obvious and does not require confirmation.
Information about private life [§], details of bank cards and other payment instruments [9],
the location of owners of digital devices are widely distributed on the internet, which creates
recognized criminological risks, including in the context of the use of Al [10]. The practice
of sharing personal data can be improved [11]; it needs more detailed regulation [12].

Problematic issues of law enforcement arise when using software and hardware products
with user geolocation data [13, 14]. Reasonable judgments are made about their belonging to
personal data and the need to obtain the subject’s consent for their use [15]. There is also a
gap in the legal regulation of the use of personal data of patients in the provision of medical
services [16]. Many authors justify the need for the special legal protection of this type of
personal data, since they are related to intimate aspects of the personal life of the subject [17,
18].
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These facts raise the idea of comprehensive protection of personal data through the
definition of the concept and the addition of criminal legislation with appropriate features.
This is an important issue for the legal system that requires a speedy solution.

2 Materials and Methods

In this study, combinations of various methods of scientific cognition were used, which made
it possible to achieve such results. Each postulate, scientific opinion, and legislative position
under study is subjected to rational critical thinking, which is the basis of spectral testing.
Besides, we used the secondary literature and the provisions of normative legal acts.

3 Results

The definition of personal data in the Federal Law "On Personal Data" [19] and the Federal
Law "On Information, Informatization and Information Protection" [20] have different
positions on this issue. However, with the passage of time and the development of domestic
legislation, the concept of personal data has become broader and includes any information
that directly or indirectly relates to a specific individual. This definition includes information
about facts, events and circumstances of citizens' lives that can be used to identify them.

According to your opinion, the definition of "personal data" in the current legislation has
a high level of abstraction, which can lead to a broad classification of any information related
to a person. You point to Article 8 of the Federal Law "On Personal Data", which provides
relative specifics regarding publicly available sources of personal data. This article allows
you to include in such sources the surname, first name, patronymic, year and place of birth,
address, subscriber number, information about the profession and other personal data
provided by the subject of personal data on the basis of written consent. However, it should
be borne in mind that the legislation on the protection of personal data develops and is
supplemented over time in accordance with changing technologies and social realities. The
above-mentioned provisions may be clarified to provide a more precise definition of personal
data and their use.

It seems to us that the problem of defining and using information about legal entities in
the context of information and personal data protection is of the most important legal
importance. In fact, personal data legislation usually focuses on information related to
individuals, since personal data is primarily associated with specific individuals. However,
in some cases, information about legal entities may also be considered confidential or
requiring protection. As for the concept of "information that must be kept secret", this is a
kind of general concept that is not always explicitly defined in federal legislation. It is
important here to provide a legal norm or context in which this concept is used in order to
better understand its legal certainty and interpretation. The development of clear and
consistent legislation regarding the protection of information and personal data is a complex
task that requires taking into account many factors and the needs of various subjects of law.
Thus, it can be the subject of further legal discussions and judicial practice to clarify and
resolve emerging issues.

Scientists suggest that the definition of personal data cannot be fully described by the
above facts, and argue that the use of excessive abstraction in legal definitions may be
acceptable for industry legislation, but inappropriate when constructing elements of a crime
and fixing them in criminal law. Thus, we conclude that it is impossible to implement a
concept that suggests a transition to an independent formulation of the legal definition of
personal data. Despite this, the definition of the concept of personal data reflected in the law
faces serious problems related to the final formulation of the concept in scientific research.
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Consequently, some researchers interpret personal information (personal data) as “facts,
reports, and opinions that relate to a given person and that could be expected to be considered
intimate and confidential; and therefore want to stop or at least limit its dissemination” [21].
We believe that this definition is not entirely successful, since the attribution of personal
information to all data makes them broader and requires attribution of the entire spectrum of
such data.

Some researchers believe that the definition should include “confidential information of
a citizen”. We believe that there are no sufficient grounds to consider this proposal
constructive. The potential for abstracting this phrase exceeds the formal interpretation of the
concept of personal data, which does not meet the requirements of legal certainty of legal
regulation and entails the inability of citizens to behave following the requirements of
regulatory legal acts. “Similar opinions are expressed about the ability of the subjects of
personal data to determine which information about their identity is general, that is, available
for review, copy, and use by an indefinite number of persons, and which are subject to state
protection” [22].

We do not share this opinion either, since the subject of personal data is not always able
to independently assess the significance of personal data and make a decision on their
classification. In this context, we note the predominance of these positions and the diversity
of criteria for classifying personal data [23]. In any case, opinions based on the need to
delegate the authority to select protected personal data directly to the personal data subject
are deconstructive.

Also, we draw attention to the opinions of researchers who indicate the need to involve
international legal mechanisms for the protection of personal data [24]. We express our
opinion on the expediency of using international mediation methods. There are no sufficient
grounds to regard this position as justified; the use of such legal practice contradicts the
national sovereignty of the country in the application of legislation.

The positive assessments of the Korean legislation in the field of personal data, which
establish legal mechanisms for controlling the process of using personal data by providing
consent to their storage, processing, and transfer, are entirely justified [25]. We are sure about
the correctness and consistency of the legislator’s position, which is expressed in the
establishment of categories of personal data, concerning which the subject of personal data
applies differentiated control measures.

The scientist from the United States sufficiently disclosed the issue of distinguishing
categories of personal data. They logically and reasonably substantiated the need for the
special legal protection of the part of the personal data that discloses the circumstances of
providing medical care to a person. At the same time, they indicated that such issues are not
given due importance in legal practice [26]. Japanese scientists have similar positions [27].
Moreover, many scientists share this position, which prevails in the international secondary
literature [28].

4 Discussion

Among the proposals for improving personal data protection, we regard the authors’ claims
about the need to provide technical means of protection for automated control systems where
personal data is circulated as reasonable [29]. Indeed, the technical aspects of data protection
are essential. We consider this position as the central thesis.

In this context, the proposals on using blockchain technology in the design of technical
means of personal data protection are of scientific interest [30]. However, we disagree with
this position. In terms of legal regulation, it would be more appropriate not to limit the list of
technical means of information protection only to blockchain technologies, delegating
specific means of protection directly to the user or operator of personal data they get certain
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freedom of action. At the same time, it is necessary to take into account the pace of
development of digital technologies [31-41].

The issues of the correlation between the protection of personal data and the functioning
of automated security systems operating in the interests of ensuring anti-terrorist security,
considered by European researchers, are extremely relevant [42]. We believe that social and
national security from terrorist attacks is much more significant than the interests of
protecting personal data. Moreover, verification by authorized bodies excludes the possibility
of misuse of personal data.

Indeed, it is unlikely to fully describe the concept of personal data as a feature that
characterizes the subject of a crime, since the latter cannot be normalized.

5 Conclusions

Summing up the results of the study, we will draw some conclusions regarding the solution
of personal data protection issues through the prism of sustainable development and law,
among which we can highlight the main:

* Causing death to the subject of personal data;

« Causing serious or actual bodily injury to the subject of personal data;

* Destruction or damage of the personal data subject's property;

* Violation of the personal confidentiality of the subject of personal data;

* Dissemination of information discrediting personal data subjects or their relatives.
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